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Logistics

• Homework 5 is due today. 

• Homework 6 will be out today and due next Thursday (12th March).



Recap: One-Way Functions

One-Way Function

A family of functions  is a one-way function if it 
satisfies the following properties. 

• Easy to compute: For all ,   can be computed in polynomial 
time. 

• Hard to invert: For all NUPPT adversaries , there exists a negligible 
function , such that for all  

.

{fλ : {0,1}λ → {0,1}ℓ}λ

λ ∈ ℕ fλ

A
𝗇𝖾𝗀𝗅 λ ∈ ℕ

𝖯𝗋 f(x′￼) = y :
x $← {0,1}λ

y := f(x)
x′￼← A(1λ, y)

≤ 𝗇𝖾𝗀𝗅(λ)
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satisfies the following properties. 

• Easy to compute: For all ,   can be computed in polynomial 
time. 

• Hard to invert: For all NUPPT adversaries , there exists a negligible 
function , such that for all  

.

{fλ : {0,1}λ → {0,1}ℓ}λ

λ ∈ ℕ fλ

A
𝗇𝖾𝗀𝗅 λ ∈ ℕ

𝖯𝗋 f(x′￼) = y :
x $← {0,1}λ

y := f(x)
x′￼← A(1λ, y)

≤ 𝗇𝖾𝗀𝗅(λ)
One-way Permutation: One-one OWF with .ℓ = λ



Recap: Hard-Core Predicate

Given a one-way function ,  a family of functions  is a hard-core 
predicate for   if it satisfies the following properties. 

• Easy to compute: For all ,   can be computed in polynomial time. 

• Hard to predict: For all NUPPT adversaries , there exists a negligible function , such that 
for all  

f {𝗁𝖼λ : {0,1}λ → {0,1}}λ
f

λ ∈ ℕ 𝗁𝖼λ

A 𝗇𝖾𝗀𝗅
λ ∈ ℕ

𝖯𝗋x $←{0,1}λ [A( f(x)) = 𝗁𝖼(x)] ≤
1
2

+ 𝗇𝖾𝗀𝗅(λ)

Hard-Core Predicate



Recap: PRGs from OWF

Theorem [Håstad-Impagliazzo-Levin-Luby’90]:

OWF  PRG.⟹
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Theorem [Goldreich-Levin’89]:

Given a OWP   and a hard-core predicate  for ,  the following construction  is a PRGf 𝗁𝖼 f G

G(x) = f(x) ∥ 𝗁𝖼(x) . PRG with single-bit stretch.
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Theorem [Goldreich-Levin’89]:

Given a OWP   and a hard-core predicate  for ,  the following construction  is a PRGf 𝗁𝖼 f G

G(x) = f(x) ∥ 𝗁𝖼(x) .

Intuition:

Since  is a one-one, when  is sampled uniformly at random,  is uniformly random over .f x f(x) {0,1}λ

Thus, if  is distinguishable from a uniformly random string, then it must be because of appending . 
But  is hard to predict even given .

G(x) 𝗁𝖼(x)
𝗁𝖼(x) f(x)

PRG with single-bit stretch.
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Given a OWP   and a hard-core predicate  for ,  the following construction  is a PRGf 𝗁𝖼 f G
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Constructing Hard-Core Predicates

• We have shown OWP + Hard-core predicate  PRG.⟹

• Our goal was to show that OWP  PRG.⟹

• We need to show that OWP  Hard-core predicate for the OWP. ⟹

Theorem [Chor-Goldreich’84]: Under the RSA assumption, 

Least-Significant-Bit𝗁𝖼(x) := (x) is a hard-core predicate for the OWP fe,N(x) := xe mod N .

Theorem [Blum-Micali’84]: Under the Discrete logarithm assumption, 

𝗁𝖼(x) := x < p/2 is a hard-core predicate for the OWP fG,p,g(x) := gx .

What makes this challenging?

The reduction adversary must compute the 
inverse , using an adversary that 
guesses the hard-core bit .

x ∈ {0,1}λ

𝗁𝖼(x) ∈ {0,1}

Can we construct a hard-core bit for any OWF?
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Goal: For all OWFs  ,  there exists a hard-core predicate  for .f 𝗁𝖼 f

Open problem!

Theorem [Goldreich-Levin’89]:

If   is a OWF, then there exists a OWF  and a hard-core predicate  for .f g 𝗁𝖼 g

One of the most influential results in computer science, with applications to cryptography, learning theory, 
coding theory, and more.
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