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Logistics

• HW 6 due Today

• Spring break!

• Midterm on 4/7

• Will cover everything through the end of Authentication 

• (hopefully that means today’s lecture)



Recap: Authentication

k k

𝖤𝗇𝖼(k, m)

 sends a message to Bob 
while claiming to be Alice.
𝒜

How can Bob tell that a 
message really did come from 
Alice?

Goal: something like a 
signature 

- Alice can “sign” a message 
 to produce a signature  

- Bob can verify that  is 
correct for  

-  cannot forge a signature

m σ

σ
m

𝒜



Recap: MACs

k k
m

σ ← 𝖳𝖺𝗀(k, m)

(m, σ)
If 𝖵𝖾𝗋(k, m, σ) = 1, accept

else, reject

(m′￼, σ′￼)

Goal:  can’t produce a  
pair that verifies

𝒜 (m′￼, σ′￼)



Recap: RSA

𝖯𝗋 𝒜(N, e, xe mod N) = x :

(p, q) ← 𝖦𝖾𝗇𝖱𝖲𝖠(1λ)
N := pq

e $ 𝔸×
φ(N)

x $ ℤ×
N

≤ 𝗇𝖾𝗀𝗅(λ)
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Recap: RSA

𝖯𝗋 𝒜(N, e, xe mod N) = x :

(p, q) ← 𝖦𝖾𝗇𝖱𝖲𝖠(1λ)
N := pq

e $ 𝔸×
φ(N)

x $ ℤ×
N

≤ 𝗇𝖾𝗀𝗅(λ)

In other words, it is hard to take the -th root of random elements!e

Trapdoor: if you have , can take the -th root of anything!d ≡ e−1( mod φ(N)) e

RSA public key: (N, e)
RSA secret key: (N, d)

I’m going to refer to the algorithm that 
computes the values  as N, e, d 𝖱𝖲𝖠𝖲𝖾𝗍𝗎𝗉



Digital Signatures



Digital Signatures



Digital Signatures

(sk, pk)



Digital Signatures

(sk, pk) pk



Digital Signatures

(sk, pk) pk
m



Digital Signatures

(sk, pk) pk
m

σ ← 𝖲𝗂𝗀𝗇(sk, m)



Digital Signatures

(sk, pk) pk
m

σ ← 𝖲𝗂𝗀𝗇(sk, m)

(m, σ)



Digital Signatures

(sk, pk) pk
m

σ ← 𝖲𝗂𝗀𝗇(sk, m)

(m, σ)
If 𝖵𝖾𝗋(pk, m, σ) = 1, accept



Digital Signatures

(sk, pk) pk
m

σ ← 𝖲𝗂𝗀𝗇(sk, m)

(m, σ)
If 𝖵𝖾𝗋(pk, m, σ) = 1, accept
else, reject



Digital Signatures

(sk, pk) pk
m

σ ← 𝖲𝗂𝗀𝗇(sk, m)

(m, σ)
If 𝖵𝖾𝗋(pk, m, σ) = 1, accept
else, reject

pk



Digital Signatures

(sk, pk) pk
m

σ ← 𝖲𝗂𝗀𝗇(sk, m)

(m, σ)
If 𝖵𝖾𝗋(pk, m, σ) = 1, accept
else, reject

(m′￼, σ′￼)

pk



Digital Signatures

(sk, pk) pk
m

σ ← 𝖲𝗂𝗀𝗇(sk, m)

(m, σ)
If 𝖵𝖾𝗋(pk, m, σ) = 1, accept
else, reject

(m′￼, σ′￼)

pk
Goal:  can’t produce a  
pair that verifies: even after 
seeing a bunch of valid 
signatures 

𝒜 (m′￼, σ′￼)

(m, σ)
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Digital Signature Scheme Syntax

A digital signature scheme consists of three (possibly probabilistic) algorithms:

•  outputs a secret key and a public key𝖪𝖾𝗒𝖦𝖾𝗇(1λ) → (sk, pk)

•  takes as input a secret key and a message and outputs a signature𝖲𝗂𝗀𝗇(sk, m) → σ

•  takes as input a public key, a message, and a signature and outputs a bit𝖵𝖾𝗋(pk, m, σ) → b

Correctness: 𝖯𝗋 [𝖵𝖾𝗋(pk, m, σ) = 1 : (sk, pk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
σ ← 𝖲𝗂𝗀𝗇(sk, m) ] = 1



Digital Signature Security
UF-CMA Security

A Digital Signature scheme  satisfies unforgeability under chosen message attack (UF-CMA) 
if for all NUPPT , there exists a negligible function . such that :

(𝖪𝖾𝗒𝖦𝖾𝗇, 𝖳𝖺𝗀, 𝖵𝖾𝗋)
𝒜 𝗇𝖾𝗀𝗅( ⋅ ) ∀λ ∈ ℕ

𝖯𝗋[𝒜 wins 𝖣𝖲𝖦𝖺𝗆𝖾] ≤ 𝗇𝖾𝗀𝗅(λ)

(sk, pk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
mi

σi

(m′￼, σ′￼) Wins if  and  
never queried 

𝖵𝖾𝗋(pk, m′￼, σ′￼) = 1 𝒜
m′￼

σi ← 𝖲𝗂𝗀𝗇(sk, mi)

pk



Digital Signature Security

𝖯𝗋 [ 𝖵𝖾𝗋(pk, m′￼, σ′￼) = 1
and 𝒜 never queried m′￼

:
(sk, pk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)

(m′￼, σ′￼) ← 𝒜𝖲𝗂𝗀𝗇(k,⋅)(1λ, pk)] ≤ 𝗇𝖾𝗀𝗅(λ)

(sk, pk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
mi

σi

(m′￼, σ′￼) Wins if  and  
never queried 

𝖵𝖾𝗋(pk, m′￼, σ′￼) = 1 𝒜
m′￼

σi ← 𝖲𝗂𝗀𝗇(sk, mi)

pk

𝖯𝗋[𝒜 wins 𝖣𝖲𝖦𝖺𝗆𝖾] ≤ 𝗇𝖾𝗀𝗅(λ)
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RSA Signatures

sk = d
pk = (N, e)

(N, e)

m

Idea: RSA says that only Alice can find the -th 
root of things. 

e

Therefore, to sign a message Alice can compute 
it’s -th root, which proves it is her!e
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Digital Signature Construction?

Plain RSA Signatures

• 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)

• N, e, d ← 𝖱𝖲𝖠𝖲𝖾𝗍𝗎𝗉(1λ)

• pk := (N, e); sk := (N, d)

• :   𝖲𝗂𝗀𝗇((N, d), m) σ := md mod N

• :    𝖵𝖾𝗋((N, e), m, σ) σe ?= m mod N

This is completely 
insecure!
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Attacking Plain RSA Signatures
• 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)

• N, e, d ← 𝖱𝖲𝖠𝖲𝖾𝗍𝗎𝗉(1λ)

• pk := (N, e); sk := (N, d)

• :   𝖲𝗂𝗀𝗇((N, d), m) σ := md mod N

• :    𝖵𝖾𝗋((N, e), m, σ) σe ?= m mod N

The problem:  can pick any message to generate a 
forgery on. 

𝒜

Its easy to pick a message where you know the -th 
root!

e

N, e
σ′￼

$ ℤ×
N

You just pick the root, and then take it to the .e

m′￼ := (σ′￼)e mod N

Clearly  will pass!𝖵𝖾𝗋
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Fixing Things

sk = d
pk = (N, e)

(N, e)

m
What would be nice: a function  that maps messages  to 
completely random values.

H m

Then Alice could sign  instead, and RSA would 
guarantee security!

H(m)

What we need is a public random function that both Alice 
and Bob and run

Let’s just assume 
we have one!
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𝖯𝗋 𝒜(N, e, xe mod N) = x :

(p, q) ← 𝖦𝖾𝗇𝖱𝖲𝖠(1λ)
N := pq

e $ 𝔸×
φ(N)

x $ ℤ×
N

≤ 𝗇𝖾𝗀𝗅(λ)
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• Is “there is some public random function” a realistic assumption?

• NO! Nothing like this exists at all in the real world.

• If you design a scheme with random oracles how do you go 
deploy it? What code do you write at the step “compute ”?H(m)

• You use a hash function! (e.g. SHA)

• We just assume that if you prove something is secure in the 
random oracle model, then it is probably secure if you use a hash 
function
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• Cryptographers like investigating what the minimal assumptions needed for any 
primitive are

• Public key encryption required special (i.e. “non-minicrypt”) assumptions, what 
about digital signatures?

• We can build signatures from OWFs!



One-Time Signatures

𝖯𝗋 [ 𝖵𝖾𝗋(pk, m′￼, σ′￼) = 1
and 𝒜 never queried m′￼

:
(sk, pk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)

(m′￼, σ′￼) ← 𝒜𝖮𝗇𝖾𝖲𝗂𝗀𝗇(k,⋅)(1λ, pk)] ≤ 𝗇𝖾𝗀𝗅(λ)

(sk, pk) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
m
σ

(m′￼, σ′￼) Wins if  and  
never queried 

𝖵𝖾𝗋(pk, m′￼, σ′￼) = 1 𝒜
m′￼

σi ← 𝖲𝗂𝗀𝗇(sk, m)

pk

𝖯𝗋[𝒜 wins 𝖣𝖲𝖦𝖺𝗆𝖾] ≤ 𝗇𝖾𝗀𝗅(λ)
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• 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
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• Say I have a one-time secure signature scheme (𝖪𝖾𝗒𝖦𝖾𝗇, 𝖲𝗂𝗀𝗇, 𝖵𝖾𝗋)

• I could run  a bunch of times to make a bunch of public keys 𝖪𝖾𝗒𝖦𝖾𝗇
{pk1, pk2, …, pkN}

• Then I can just sign each message with a new public key! Now I can sign as many 
messages as I want. 

• To verify, you just need to check that the public key I signed under really was in my big list 
of public keys .pki ∈ {pk1,pk2,…, pkN}

• We’ll see later how to compress this “super” public key so that it isn’t burdensome to 
store
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We can make this even stronger by saying that an adversary 
can’t even make new signatures for messages its seen signed!
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UF-CMA Security
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