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Our goal is to construct zero-knowledge proofs.
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• Our goal is not to define knowledge, nor to characterize every scenario in which knowledge is not gained.

• Instead, we want to identify a sufficient condition under which we can definitively say no knowledge is gained.

• When can we definitely say the verifier gains no knowledge?

• Key Idea: If the verifier could have computed it on its own, it didn't learn it from the prover.
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• Takeaway 

• The prover must respond to the verifier's challenges on the fly. This is what convinces the verifier of the statement's 
validity. 

• The simulator outputs the verifier's view “all at once” i.e., it can be fabricated. This ensures the view carries no 
additional knowledge, but it is not a proof of the statement's validity.

• Analogy: Think about a viral video. 

• If you witness the incident live, you are convinced it really happened. 

• If you only see the video, you remain skeptical; it could have been fabricated.
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This was captured in our earlier definitions by 
considering a non-uniform adversary.
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• If the distributions are statistically close we call it statistical zero-knowledge.

Zero-Knowledge Proof System

A proof system  for a language  is zero-knowledge if for every PPT algorithm 
, there exists a PPT simulator  such that for every  and  

.

(P, V ) L ⊂ {0,1}*̂V S x ∈ L z ∈ {0,1}*

{𝖵𝗂𝖾𝗐 ̂V [P(x) ↔ ̂V (x, z)]} c≈ {S(x, z)}


