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A proof system for a language L C {0,1 }* is a pair of interactive algorithms (P, V), where Vis a
PPT algorithm, if it satisfies the following properties.

e Completeness: For every x € L,

Pr [omv [P(x) & V()| = 1] ~ 1.
e Soundness: There exists a negligible function negl( - ) such that for all x & L and all P

Pr lOUtV [f’\(x) © V(x)] = 1] < negl(|x]).

The focus of a proof system is the verification procedure. We want verification to be efficient.

Prover is not required to be efficient (similar to definition of NP).

Are both properties required?
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e Proof system for languages beyond what is captured by non-interactive proofs.
« Languagesin NP have a non-interactive proof.
« Interactive proofs can prove statements in languages not known to be in NP.
e Single prover [Shamir]: IP = PSPACE.

« Multiple provers [Babai-Fortnow-Lund]: MIP = NEXP.
o Achieving privacy guarantee for the prover.

o Zero knowledge: Verifier learns nothing from the proof beyond the validity of the statement.

Our goal is to construct zero-knowledge proofs.
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The verifier must not gain any knowledge beyond the validity of the statement.

« How do we capture “not gaining knowledge”?
« What is knowledge? This seems hard to define formally.

« Our goal is not to define knowledge, nor to characterize every scenario in which knowledge is not gained.

e |nstead, we want to identify a sufficient condition under which we can definitively say no knowledge is gained.
« When can we definitely say the verifier gains no knowledge?

e« Key ldea: If the verifier could have computed it on its own, it didn't learn it from the prover.

e |n other words, the verifier gains knowledge only if it receives the result of a computation that is infeasible for it.
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e« Graph G = (V, E) consists of a vertex set Vand edgeset E C VX V.

« We will consider simple undirected graphs.

|V| =nand |E| = m.

« Let Perm, denote the set of all permutations ¢ on the vertices.

« Graph Isomorphism: G, = (V,,, k) and G; = (V,, E,) are isomorphic if there
exists a permutation ¢p € Perm,, such that
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« Graph Isomorphism isin NP.

« The NP proof or witness is the permutation ¢.

e Graph isomorphism is not known to have a PPT algorithm.

e Goal: Zero-knowledge proof for graph isomorphism.

« Completeness: Prover will use ¢ to convince the verifier.

e Soundness: If the graphs are not isomorphic, the verifier should reject "

with high probability. a G

o Zero-knowledge: Verifier must not learn anything beyond the fact that

. . Isomorphism¢$:G > H
the graphs are isomorphic.

e e JEe s

« Importantly, it shouldn’t learn ¢ since it cannot compute it from G, |

e o L2 Jle Jle Jle Jle
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Prover Verifier

. $'(G) = y(Gy) = G

Sample v < Perm,, e Soundness

G =y (Gy)

S e (G'can be isomorphic to at most one among
Sample b « {0,1} G G
Compute ¢ s.t. b ’ o and Gj.

G, = ¢(Gy) )

« Say G'is isomorphic to Gy, .

tb=0, ¢ :=weq . Acceptif G’ = ¢'(G,) « Verifier rejects when b’ # b = with
probability 1/2.
fb=1, ¢ =y

e Repeat to amplify probability.
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Statement x = (G, G;)

e Does it learn ¢?
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l | « When b = 1: Verifier receives y/(Gy) and .

« Messages are independent of ¢.
Prover Verifier

« When b = 0: Verifier receives y/(Gy) and i e ¢.
$
Sample y/ < Perm, « () is masked by a random permutation .

G :=y(Gy)
> « The verifier could compute y from G'.
Sample b <$; {0,1}
Compute ¢ s.t. b P ’ o This is equivalent to solving graph
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e Zero-Knowledge

« Why does the verifier not gain any knowledge?
Statement x = (G, G;)

e Does it learn ¢?

ﬂ

I | « When b = 1: Verifier receives y/(Gy) and .

« Messages are independent of ¢.
Prover Verifier

« When b = 0: Verifier receives y/(Gy) and i e ¢.

$
Sample y < Perm, e () is masked by a random permutation .

G, — l//(Gl)
g « The verifier could compute y from G".
Sample b & 10,1}
Compute ¢ s.t. b P ’ o This is equivalent to solving graph
G, = P(Gy) - isomorphism for (G, G).

b=0 . « But then it could solve graph
T6=0 ¢ =y . Acceptif G' = ¢'(Gy) isomorphism for (Gy, G;) and compute ¢
fth=1, ¢ =y by itself too.

« Learning ¢ is not gaining knowledge in
this case.
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: view using only the verifier's inputs.

« The verifier is a PPT machine, the existence of such
a simulator means it could have efficiently
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------------------------------ ' knowledge.
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e Paradox?

« Protocol execution convinces the verifier of the validity of x.
o The verifier could have generated the transcript by itself.
e Takeaway

e« The prover must respond to the verifier's challenges on the fly. This is what convinces the verifier of the statement's
validity.

« The simulator outputs the verifier's view “all at once” i.e., it can be fabricated. This ensures the view carries no
additional knowledge, but it is not a proof of the statement's validity.

« Analogy: Think about a viral video.
e |f you witness the incident live, you are convinced it really happened.

e |f you only see the video, you remain skeptical; it could have been fabricated.
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Zero-Knowledge Proof System

A proof system (P, V) for a language L C {0,1}* is zero-knowledge if for every PPT algorithm
V', there exists a PPT simulator S such that for every x € L

(View 5 [P(x) & V (0]} = {S(x)}.

« Zero-knowledge is a property of the prescribed prover P.

What if the verifier already possesses
« Required to hold only for x € L. additional information?

« Note the order of quantifiers E.g., when the zero-knowledge proof is a
part of a larger protocol.

N

e A possibly different § exists for each verifier V' . , , , ,
The simulation must be consistent with

o Trivial Case: Every language in BPP has a zero-knowledge proof. this additional information.

.. . , , This was captured in our earlier definitions by
« An efficient verifier can always check if x € L itself. considering a non-uniform adversary.
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V', there exists a PPT simulator S such that foreveryx € Land z € {0,1 }*
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e Sdependson V — thisleads to some issues when using the definition. We will not discuss them in this course.

e |f the distributions are statistically close we call it statistical zero-knowledge.



