
31st March 2026

Zero-Knowledge Proofs III
601.442/642 Modern Cryptography



Logistics

• Homework 7 is due this Thursday (2nd April). 

• Midterm next Tuesday (7th April). 

• No homework this week!
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Aside: ZKP for Disclosing Vulnerabilities

Alice finds a catastrophic vulnerability e.g., she can break RSA.

She cannot publicly disclose the attack – it can be used to attack existing systems.

But she cannot make a convincing argument without disclosing the attack.

Solution: She can use a ZKP!

Groth16 is a Non-interactive ZKP (NIZK).

NIZK: Given a public proving key, the prover 
can compute a single message  that proves 
validity of the statement.  can be verified by 
anyone and ensures zero-knowledge. 

π
π



Recap: Zero-Knowledge Proof

Zero-Knowledge Proof System

A proof system  for a language  is zero-knowledge if for every PPT algorithm 
, there exists a PPT simulator  such that for every  and  

.

(P, V ) L ⊂ {0,1}*̂V S x ∈ L z ∈ {0,1}*

{𝖵𝗂𝖾𝗐 ̂V [P(x) ↔ ̂V (x, z)]} c≈ {S(x, z)}
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Alice Bob

𝖼𝗍 := 𝖤𝗇𝖼(k, m)

m := 𝖣𝖾𝖼(k, 𝖼𝗍)

Semantic Security*

An encryption scheme  with 
message length  is semantically secure if there 
exists a PPT simulator  such that  and all 

Π = (𝖪𝖾𝗒𝖦𝖾𝗇, 𝖤𝗇𝖼, 𝖣𝖾𝖼)
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{𝖤𝗇𝖼(𝖪𝖾𝗒𝖦𝖾𝗇(1λ), m), z} {𝖲(1λ, 1|m|, z)} .c≈

*This is an overly simplified version. 
The full definition is more complex.

Semantic security is equivalent to one-time computational security.

Indistinguishability-based definitions are easier to work with for encryption schemes.
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Zero-Knowledge Proofs for NP

• Should we construct a ZKP for every  language?𝖭𝖯

• Impractical!

• Instead, we will construct a ZKP for an -complete language.𝖭𝖯

• To construct a ZKP for any  language, we do the following.𝖭𝖯

• Given an instance , the prover and verifier reduce  into an instance  of the -complete language.x x x′￼ 𝖭𝖯

• The prover transforms its witness  for  into a witness  for .w x w′￼ x′￼

• Use the ZKP for the -complete language to prove validity of .𝖭𝖯 x′￼

Theorem: If one-way permutations exist, then every language  has a zero-knowledge proof.L ∈ 𝖭𝖯
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The Graph 3-Coloring Problem

• A graph  is 3-colorable if each vertex can be assigned one among three colors such that no two connected vertices 
have the same color.

G

• The language  consists of all graphs that are 3-colorable.L

• Graph 3-coloring is in .𝖭𝖯

• Given a statement  in the language , the witness is a valid assignment of colors denoted by the function 
.
G = (V, E) L

ϕ : V → {1, 2, 3}

• Statement can be verified in  time.O( |E | )

• Graph 3-coloring is in fact -complete!𝖭𝖯
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Statement x : G = (V, E)

Physical ZKP for Graph 3-Coloring

Let  be a 3-coloring of .ϕ : V → {1, 2, 3} G

Sample .ψ $← 𝖯𝖾𝗋𝗆3

Intuition: As in ZKP for graph-isomorphism, 
randomize the witness to hide it from the 
verifier.

Can the prover send  to the verifier?ψ ∘ ϕ

Graph 3-coloring being -complete 
is not known to be in .

𝖭𝖯
𝖡𝖯𝖯

Learning  would constitute 
knowledge for the verifier.

ϕ

No! Any valid color assignment is new 
knowledge for the verifier.
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Let  be a 3-coloring of .ϕ : V → {1, 2, 3} G
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How do we realize lockboxes?
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• Commitment Schemes are digital lockboxes.

• Commit phase: Sender locks a value  inside a box.v

• Open phase: Sender unlocks the box and reveals .v

• Can be implemented using interactive protocols, but we will focus on non-interactive commitments.

• Each phase consists of a single message.

• We need two properties.

• Hiding: Receiver cannot see the content inside a locked box.

• Binding: Sender cannot modify the content inside the box once it is locked.
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Theorem: If one-way permutations exist, then there exists a commitment scheme for 1-bit messages.

Proof:

Let  be a OWP and let  be the hardcore predicate for .f : {0,1}λ → {0,1}λ 𝗁𝖼 : {0,1}λ → {0,1} f

𝖢𝗈𝗆(b ; r) = (f(r), 𝗁𝖼(r) ⊕ b)

Lemma: A bit commitment implies a commitment scheme for polynomial length bit strings.

Simply commit to each bit separately.

Can also be constructed from OWFs, but requires a bit more effort.
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Prover’s NP witness: Color assignment . ϕ : V → {1, 2, 3}
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ZKP for Graph 3-Coloring Prover is efficient given the  witness.𝖭𝖯
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Therefore, we get a ZKP for  from OWF.𝖭𝖯
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V 𝖼𝗈𝗅𝗈𝗋i ≠ 𝖼𝗈𝗅𝗈𝗋j V

V

Prover’s NP witness: Color assignment . ϕ : V → {1, 2, 3}

ZKP for Graph 3-Coloring Completeness

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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Repeat the following procedure  times. 
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• :  samples a random edge  and sends it to . 
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ZKP for Graph 3-Coloring Completeness

If  is 3-colorable, the prover will always be able 
to answer the verifier’s queries.

G

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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ZKP for Graph 3-Coloring Soundness

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)



ZKP for Graph 3-Coloring
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• If  is not 3-colorable, then for any  there is at 
least one edge with same color on both endpoints.

G ϕ

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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• If  is not 3-colorable, then for any  there is at 
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• From binding property, each  opens to unique 
.

ci
𝖼𝗈𝗅𝗈𝗋i

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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.

ci
𝖼𝗈𝗅𝗈𝗋i

• Let  be the edge such that .( ̂i, ̂j ) 𝖼𝗈𝗅𝗈𝗋 ̂i = 𝖼𝗈𝗅𝗈𝗋 ̂j

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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P

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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G ϕ

• From binding property, each  opens to unique 
.

ci
𝖼𝗈𝗅𝗈𝗋i

• Let  be the edge such that .( ̂i, ̂j ) 𝖼𝗈𝗅𝗈𝗋 ̂i = 𝖼𝗈𝗅𝗈𝗋 ̂j
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P

• Probability of  evading in all repetitions is at mostP

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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.
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.(1 −
1

|E | )
n|E|

≈ e−n = 𝗇𝖾𝗀𝗅(λ)

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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Repeat the following procedure  times. 

• :  samples  uniformly at random. For each 
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ZKP for Graph 3-Coloring Zero-Knowledge

• Intuition 

•  only sees two random colors. Hiding 
property of  hides . 

• Fresh  for each iteration. Verifier cannot 
correlate responses across iterations.

V
𝖢𝗈𝗆 ψ ∘ ϕ

ψ

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
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V

Prover’s NP witness: Color assignment . ϕ : V → {1, 2, 3}

ZKP for Graph 3-Coloring Zero-Knowledge

• Intuition 

•  only sees two random colors. Hiding 
property of  hides . 

• Fresh  for each iteration. Verifier cannot 
correlate responses across iterations.

V
𝖢𝗈𝗆 ψ ∘ ϕ

ψ

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)

We will prove that a single iteration is zero-knowledge.
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• :  samples a random edge  and sends it to . 

• :  opens  and  to reveal  and . 

• : If the openings are valid and , then  continues to 
the next iteration. Else, it rejects. 

If  does not reject in any iteration, it accepts the proof. 
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V

Prover’s NP witness: Color assignment . ϕ : V → {1, 2, 3}

ZKP for Graph 3-Coloring Zero-Knowledge

• Intuition 

•  only sees two random colors. Hiding 
property of  hides . 

• Fresh  for each iteration. Verifier cannot 
correlate responses across iterations.
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