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Recap: Commitment Schemes

Commitment Scheme

Let  be a polynomial. A PPT algorithm  is a commitment scheme for -bit strings if it satisfies the 
following properties. 

• Hiding: For every , we have 

 

. 

• Binding: For all  and , such that , we have 

 .

ℓ := ℓ(λ) 𝖢𝗈𝗆 ℓ

v0, v1 ∈ {0,1}ℓ

{𝖢𝗈𝗆(v0 ; r) : r $← {0,1}λ}
c≈ {𝖢𝗈𝗆(v1 ; r) : r $← {0,1}λ}

v0, v1 ∈ {0,1}ℓ r0, r1 ∈ {0,1}λ v0 ≠ v1

𝖢𝗈𝗆(v0 ; r0) ≠ 𝖢𝗈𝗆(v1 ; r1)



Recap: Bit Commitments from OWP

Theorem: If one-way permutations exist, then there exists a commitment scheme for 1-bit messages.

Proof:

Let  be a OWP and let  be the hardcore predicate for .f : {0,1}λ → {0,1}λ 𝗁𝖼 : {0,1}λ → {0,1} f

𝖢𝗈𝗆(b ; r) = (f(r), 𝗁𝖼(r) ⊕ b)

Lemma: A bit commitment implies a commitment scheme for polynomial length bit strings.

Simply commit to each bit separately.

Can also be constructed from OWFs, but requires a bit more effort.



ZKP for Graph 3-Coloring

Repeat the following procedure  times. 

• :  samples  uniformly at random. For each 
vertex  it computes  and 

 

and sends  to . 

• :  samples a random edge  and sends it to . 

• :  opens  and  to reveal  and . 

• : If the openings are valid and , then  continues to 
the next iteration. Else, it rejects. 

If  does not reject in any iteration, it accepts the proof. 

n |E |
P → V P ψ $← 𝖯𝖾𝗋𝗆3

vi ∈ V 𝖼𝗈𝗅𝗈𝗋i := ψ (ϕ(vi))
ci := 𝖢𝗈𝗆(𝖼𝗈𝗅𝗈𝗋i)

(c1, …, cn) V

V → P V (i, j) P

P → V P ci cj 𝖼𝗈𝗅𝗈𝗋i 𝖼𝗈𝗅𝗈𝗋j

V 𝖼𝗈𝗅𝗈𝗋i ≠ 𝖼𝗈𝗅𝗈𝗋j V

V

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
Prover’s NP witness: Color assignment . ϕ : V → {1, 2, 3}
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Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)

Simulator S



ZKP for Graph 3-Coloring

Repeat the following procedure  times. 

• :  samples  uniformly at random. For each 
vertex  it computes  and 

 

and sends  to . 

• :  samples a random edge  and sends it to . 

• :  opens  and  to reveal  and . 

• : If the openings are valid and , then  continues to 
the next iteration. Else, it rejects. 

If  does not reject in any iteration, it accepts the proof. 

n |E |
P → V P ψ $← 𝖯𝖾𝗋𝗆3

vi ∈ V 𝖼𝗈𝗅𝗈𝗋i := ψ (ϕ(vi))
ci := 𝖢𝗈𝗆(𝖼𝗈𝗅𝗈𝗋i)

(c1, …, cn) V

V → P V (i, j) P

P → V P ci cj 𝖼𝗈𝗅𝗈𝗋i 𝖼𝗈𝗅𝗈𝗋j

V 𝖼𝗈𝗅𝗈𝗋i ≠ 𝖼𝗈𝗅𝗈𝗋j V

V

Prover’s NP witness: Color assignment . ϕ : V → {1, 2, 3}

ZKP for Graph 3-Coloring

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)

• Sample  and colors 
 such that . 

Set every other .

(i′￼, j′￼) $← E
𝖼𝗈𝗅𝗈𝗋i′￼, 𝖼𝗈𝗅𝗈𝗋j′￼

$← {1, 2, 3} 𝖼𝗈𝗅𝗈𝗋i′￼ ≠ 𝖼𝗈𝗅𝗈𝗋j′￼

𝖼𝗈𝗅𝗈𝗋i = 1

Simulator S
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Goal: Show that the view of  in the protocol is indistinguishable from simulated view.̂V
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This hybrid is ’s view in a real execution of the protocol.̂V
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Round Complexity of ZKP

Repeat the following procedure  times. 

• :  samples  uniformly at random. For each 
vertex  it computes  and 

 

and sends  to . 

• :  samples a random edge  and sends it to . 

• :  opens  and  to reveal  and . 

• : If the openings are valid and , then  continues 
to the next iteration. Else, it rejects. 

If  does not reject in any iteration, it accepts the proof.

n |E |
P → V P ψ $← 𝖯𝖾𝗋𝗆3

vi ∈ V 𝖼𝗈𝗅𝗈𝗋i := ψ (ϕ(vi))
ci := 𝖢𝗈𝗆(𝖼𝗈𝗅𝗈𝗋i)

(c1, …, cn) V

V → P V (i, j) P

P → V P ci cj 𝖼𝗈𝗅𝗈𝗋i 𝖼𝗈𝗅𝗈𝗋j

V 𝖼𝗈𝗅𝗈𝗋i ≠ 𝖼𝗈𝗅𝗈𝗋j V

V

Statement:  where .G = (V, E) |V | = n = 𝗉𝗈𝗅𝗒(λ)
Prover’s NP witness: Color assignment . ϕ : V → {1, 2, 3}

ZKP for Graph 3-Coloring Requires  rounds.3 ⋅ n |E |
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Can we run all repetitions in parallel to get a 
3-round ZKP?

Might not preserve ZK in general!

Theorem [Goldreich-Krawczyk’90]: There exist 
ZKPs whose parallel repetition is not zero 
knowledge.
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Theorem [Goldreich-Kahan’95]: There is a constant-round ZKP for graph 3-coloring assuming the existence 
of collision resistance hash functions.

While amplifying soundness by parallel repetition might not preserve ZK, we can still construct 
constant-round ZKP using different techniques.
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Theorem [Goldreich-Krawczyk’90]: There exist ZKPs whose parallel repetition is not zero knowledge.

Theorem [Goldreich-Kahan’95]: There is a constant-round ZKP for graph 3-coloring assuming the existence 
of collision resistance hash functions.

While amplifying soundness by parallel repetition might not preserve ZK, we can still construct 
constant-round ZKP using different techniques.

Can we construct a one-message ZKP?
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Prover Verifier

x ∈ L

π

We want completeness, soundness and zero-knowledge.

Interaction is necessary for ZK!

Theorem: If a language  has a one-message ZKP, then .L L ∈ 𝖡𝖯𝖯

Only languages that can be decided by a PPT algorithm have one-message ZKP.
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Soundness
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gz1 = f ⋅ hc1

( f, c2, z2)
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Output s =
z1 − z2

c1 − c2
(mod p)

gz1−z2 = hc1−c2

⟹

Since  probability that 
 is negligible.

p ∈ O(2λ)
c1 = c2
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Check if 
gz = f ⋅ hc

This proof is public-coin!

We can use Fiat-Shamir to transform it into a NIZK 
in the random oracle model.

The NIZK will in fact be a proof of knowledge!
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Schnorr Signature Scheme

Prover Verifier

x = (𝔾, g, p, h)

r $← ℤp

f = gr

s

π = ( f, z)
z := (r + c ⋅ s) mod p

Check if 
gz = f ⋅ hc

c := H(x, m, f )

This proves that Alice knows the 
secret key  for the public key .s h

Can be converted into a signature 
scheme by additionally including the 

message to be signed in the hash.

c := H(x, m, f )


