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e Midterm Il done, congratulations!
® (Grades out soon
e H\W 8 out today.

e xtra-credit HW out next week.



Agenda



Agenda

e Recap IND-CPA



Agenda

e Recap IND-CPA

e Discuss how It may not be sufficient in practice



Agenda

e Recap IND-CPA

e Discuss how It may not be sufficient in practice

e |ntroduce stronger IND-CCA security



Agenda

e Recap IND-CPA

® Discuss how It may not be sufficient in practice
e |ntroduce stronger IND-CCA security

e Describe an IND-CCA secure symmetric encryption scheme
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Winsif b’ = b

® (Games capture the capabilities of the adversary
® |n this game the adversary is weak. It can’t learn anything albout ciphertexts!

® [Nhis may not be true in real life.
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e Say our encryption scheme only works on 256-bit messages.

Padding Oracle Attack

) bad ciphertext

e To encrypt, we pad the message, and then encrypt, e.g. m || 030303.

® [0 decrypt, we decrypt the ciphertext, then check the padding. If it is properly formatted, we
accept, and otherwise we reject.

® [his leaks information about ciphertexts!

® Adversaries can learn if ciphertexts are properly padded, even if they don’t know what
message they encrypt.

® [his has been used to completely break schemes in real life!

® [he problem was these schemes were proved to be secure only if the adversary can't
learn anything about the ciphertexts.
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e \\Ve want to change the IND-CPA game so that adversaries can learn some
things about ciphertexts. What should the adversary be able to learn®

® [he stronger the adversary Is, I.e. the more it can learn, the more secure our
scheme Is when we prove that it satisfies the definition.

e \\Vhat is the most information an adversary can learn about a ciphertext?

® [he plaintext it encrypts!
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This definition seems arbitrary.
Why can the adversary only get decryptions before seeing the challenge ciphertext”

For real security, we should let the adversary get decryptions after seeing the challenge also.

But also need to make sure they don't just decrypt cty)
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e Practically: & can transform ciphertexts into related ciphertexts.
e For example: given a ciphertext ct = Enc(m), can create ct = Enc(m + 1)

e This would allow & to query the decryption oracle on a new ciphertext, but still win the
game!

® |n the reduction: We will want to use an IND-CPA scheme as a building block to make a
CCA-2 scheme

® [hat means we have to reduce to the CPA security of the underlying scheme

® \\Vhen our internal adversary makes decryption queries how can we answer them?? We are
playing the CPA game and so don’t have a decryption oracle.
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e Practically: & can transform ciphertexts into related ciphertexts.
e For example: given a ciphertext ct = Enc(m), can create ct = Enc(m + 1)

e This would allow & to query the decryption oracle on a new ciphertext, but
still win the game!

e How do we fix this? Prevent & from be able to make new valid ciphertexts.

e |f Dec just rejects ciphertexts that weren’t output by Enc, the decryption oracle
IS useless!
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IND-CCA For Public Key Encryption

e IND-CCA public key encryption is much harder to achieve than the symmetric
Version

e \Why”? There’s no secret we have that tells us if a ciphertext is well formed!

® Signatures are controlled by the sender. The same construction no longer
WOrKS.

e \/\Ve will see a scheme that uses NIZKs to prove that ciphertexts are well-formed.
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