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® Please do your course evaluations! This is our first time teaching the course so
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e [or real-world protocols, IND-CPA security is too weak. It only guarantees
security If the adversary can't learn anything about ciphertexts

® SO, we describe a stronger security property that allows adversaries to learn the
decryptions of ciphertexts.

® Further motivation: Adversary can’t read the ciphertext, but can edit it!
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Recap: NIZKs

Let L C {0,1}* be a language.
. CRSGen(1%) — crs
e P(x,crs) >«

e V(m,crs) — {0,1}

Completeness: for all x € L and for all P

crs — CRSGen(1%)|
< P(x,crs)

PriV(n)=1: |

Soundness: for all x & L and for all P

crs < CRSGen(1%)
Pr | V(xz,crs) : R < negl(|x])
7w < P(x,crs)

NIZKs

Zero Knowledge: for all PPT V, there exists a PPT
simulator $ such that forallx € Land z € {0,1}*

{View(, [P(x, crs) < V(x, crs,z)] } ~ {S(x, 7))
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Says that simulators can always make
proofs for true statements.

Doesn’t say they can’t make proofs for false
statements, just that we can’t guarantee it.

NIZKs

Zero Knowledge: for all PPT V, there exists a PPT
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Soundness: for all x & L and for all P
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Pr | V(xz,crs) : R < negl(|x])
7w < P(x,crs)

simulator S such that forallx € Land z € {0,1}*
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How to Use Proofs in Crypto Protocols
Why are they useful”

® Some protocols are only secure if parties can’t lie about what they’'re doing
® c.g. "Ihis ciphertext is a valid encryption of something”

® |f we force parties to add a proof that they did something correctly, we don’t
have to worry about them lying.

® Sometimes they might be able to lie about something that should be secret
® c.g. "Ihis ciphertext Is a valid encryption of my secret”

® |n this case we will use zero-knowledge proofs. Then the secret isn't leaked!
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Proof Example: “This Is a Valid Public Key Encryption”

o [ ={ct : dk,m,rst.ct =Enc(k,m;r)}

® |n a proof, the statement (x in the formal definition, the thing on the left side of
the language definition here) contains all the public stuft, i.e. everything not
secret.

o L ={(ct,pk) : dm,rs.t. ct=Enc(pk,m;r)}
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Our CCA-1 Scheme

How do | respond to a decryption query? | don’t
know sk, and | don’t have a decryption oracle.

o KeyGen'(l’l)

o return KeyGen(1%)

o Encl(pk, m)

e return Enc(pk, m)

|dea: encrypt ciphertexts twice,
under two different keys. That
way the reduction adversary
can decrypt one!
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