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What else do mutually distrusting parties want to achieve?
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• Contact Discovery: Alice registers on Signal and wants to find who among her contacts is also on Signal. 

• Alice does not wish to share her list of contacts with the server. 

• The server doesn’t want to reveal the contacts of all registered users.

• Auctions: In a sealed-bid auction, the auctioneer opens the envelopes — and can leak bids, insert phantom bids, or 
exploit bid data in future negotiations. Bidders must trust the auctioneer to behave honestly.

• Genome-Wide Association Studies: A researcher wants to compute statistics across genomic data held by multiple 
hospitals, but regulations like HIPAA and GDPR prohibit the hospitals from sharing data with the researcher or with each 
other.

• Threshold Signing: A signing key stored on one server is a single point of failure. Splitting the key across multiple 
servers is safer. But then how do you sign?
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single adversary.

• Two types of adversaries

• Semi-honest

• Corrupt parties follow the protocol description.

• Adversary tries to learn as much as possible 
from the protocol transcript of corrupt parties.

• Malicious

• Adversary can make corrupt parties arbitrarily 
deviate from the protocol description.

x1
x2

x3 x4

z = P(x1, x2, x3, x4)

We will only consider semi-honest 
adversaries.

We will primarily focus on 2-party secure 
computation.



Defining Secure Computation

• How to define secure computation?

x y

Alice Bob



Defining Secure Computation

• How to define secure computation?

x y

⋮

Alice Bob



Defining Secure Computation

• How to define secure computation?

x y

⋮

Alice Bob

Output 
zA = PA(x, y)

Output 
zB = PB(x, y)



Defining Secure Computation

• How to define secure computation?

• Goal: Adversary must not learn anything beyond 
corrupt parties’ input and function output.x y

⋮

Alice Bob

Output 
zA = PA(x, y)

Output 
zB = PB(x, y)



Defining Secure Computation

• How to define secure computation?

• Goal: Adversary must not learn anything beyond 
corrupt parties’ input and function output.

• Solution: Simulation paradigm!

x y

⋮

Alice Bob

Output 
zA = PA(x, y)

Output 
zB = PB(x, y)



Defining Secure Computation

• How to define secure computation?

• Goal: Adversary must not learn anything beyond 
corrupt parties’ input and function output.

• Solution: Simulation paradigm!

x y

⋮

Alice Bob

Output 
zA = PA(x, y)

Output 
zB = PB(x, y)



Defining Secure Computation

• How to define secure computation?

• Goal: Adversary must not learn anything beyond 
corrupt parties’ input and function output.

• Solution: Simulation paradigm!

• Simulation paradigm: Anything a party could 
compute from its own inputs is not knowledge it gains 
by interacting with an external entity.⋮

Alice Bob

x y

Output 
zA = PA(x, y)

Output 
zB = PB(x, y)



Defining Secure Computation

• How to define secure computation?

• Goal: Adversary must not learn anything beyond 
corrupt parties’ input and function output.

• Solution: Simulation paradigm!

• Simulation paradigm: Anything a party could 
compute from its own inputs is not knowledge it gains 
by interacting with an external entity.

• The adversary is allowed to learn the corrupt 
party’s input  and final output .y zB

⋮

Alice Bob

x y

Output 
zA = PA(x, y)

Output 
zB = PB(x, y)



Defining Secure Computation

• How to define secure computation?

• Goal: Adversary must not learn anything beyond 
corrupt parties’ input and function output.

• Solution: Simulation paradigm!

• Simulation paradigm: Anything a party could 
compute from its own inputs is not knowledge it gains 
by interacting with an external entity.

• The adversary is allowed to learn the corrupt 
party’s input  and final output .y zB

⋮

Alice Bob

  Bob’s random tape, Alice’s messages.𝖵𝗂𝖾𝗐𝖡𝗈𝖻 ≡

𝖵𝗂𝖾𝗐𝖡𝗈𝖻

x y

Output 
zA = PA(x, y)

Output 
zB = PB(x, y)



Defining Secure Computation

• How to define secure computation?

• Goal: Adversary must not learn anything beyond 
corrupt parties’ input and function output.

• Solution: Simulation paradigm!

• Simulation paradigm: Anything a party could 
compute from its own inputs is not knowledge it gains 
by interacting with an external entity.

• The adversary is allowed to learn the corrupt 
party’s input  and final output .y zB

• There is an efficient simulator that can generate 
the corrupt party’s view only using  and , 
without the honest party’s input .

y zB
x

⋮

Alice Bob

  Bob’s random tape, Alice’s messages.𝖵𝗂𝖾𝗐𝖡𝗈𝖻 ≡

𝖵𝗂𝖾𝗐𝖡𝗈𝖻

𝖵𝗂𝖾𝗐𝖡𝗈𝖻
c≈ 𝖲(y, PB(x, y))

x y

Output 
zA = PA(x, y)

Output 
zB = PB(x, y)
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• Correctness: Alice and Bob compute  and  respectively upon running the protocol. 
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PA(x, y) PB(x, y)

z c≈ 𝖮𝗎𝗍𝗉𝗎𝗍[A(x) ↔ B(y)]
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BobAlice

m0, m1 c
• Inputs

• Alice has two messages  and .m0 m1

• Bob has a choice bit .c ∈ {0,1}

• Output: Bob outputs , Alice does not 
have any output. 

mc

⋮

Output .mc

Theorem [Yao’86]: Semi-honest secure OT  semi-honest secure two-party computation of any PPT program.⟹

Theorem [Goldreich-Micali-Wigderson’87]: Semi-honest secure OT  semi-honest secure -party computation 
of any PPT program.

⟹ n

OT is necessary and complete for secure multi-party computation!
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How can parties compute the setup?
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•  is a random group element chosen by Alice.  
Bob cannot efficiently compute its discrete 
log.
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• The previous protocol easily generalizes to construct 1-out-of-  OT for .k k > 2

• Malicious Security

• We showed that the protocol is semi-honest secure. In reality, the adversary might be malicious.

• Goldreich-Micali-Wigderson gave a compiler to transform any protocol secure against semi-honest adversaries to 
one secure against malicious adversary.

• The transformation uses a coin-flipping protocol (to make sure that the adversary’s random tape is truly random) and 
zero-knowledge proofs (to make sure the adversary is following the protocol description).


