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Announcement

• Homework 2 is due on 5th Feb.
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Let  be the security parameter. 

• : . 
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λ

𝖪𝖾𝗒𝖦𝖾𝗇(1λ) k $← {0,1}λ
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𝖣𝖾𝖼(k, 𝖼𝗍) m := k ⊕ 𝖼𝗍

• Why did we need a key as long as the message?

• To mask every bit of the message.

• What if we can expand a few random bits into many random “looking” bits?
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• A pseudorandom generator      takes a short, uniformly random seed      and outputs 
a longer pseudorandom string  .

G : {0,1}λ → {0,1}ℓ(λ) s ∈ {0,1}λ

y ∈ {0,1}ℓ(λ)

• Pseudorandom: The output of  is as good as a uniformly random -bit string to any efficient distinguisher i.e.,G ℓ(λ)

     {G(s) : s $← {0,1}λ} c≈ {r : r $← {0,1}ℓ(λ)}
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Pseudorandom Generator

A deterministic algorithm  is called a pseudorandom generator (PRG) if: 

•  can be computed in polynomial time, 

• On input any ,   outputs a -bit string such that  , 

•

G

G

s ∈ {0,1}λ G ℓ(λ) ℓ(λ) > λ

{G(s) : s $← {0,1}λ} c≈ {r : r $← {0,1}ℓ(λ)}

The stretch of  is defined as .G ℓ(λ) − λ
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Why Pseudorandom?

• Relatively, the PRG’s output space is tiny. The output space makes up a negligible fraction (i.e, ) of all -bit strings.2−λ 2λ

• How can an efficient adversary break PRG security with negligible probability?

• How can a brute-force attack break PRG security?

• From an absolute perspective, the PRGs output space is exponentially large!

Consider a PRG  with -bit stretch.G λ

{0,1}λ

{0,1}2λ

G

Pseudorandom Distribution

{0,1}2λ

Uniform Distribution

Any poly-time algorithm that requires a long random string can instead be fed pseudorandomness 
generated using a short random seed.
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Pseudorandom One-Time Pad

Let  be the security parameter and  be a polynomial. Let  be a PRG with stretch . 

• : . 

• : . 

• : .

λ ℓ(λ) G ℓ(λ) − λ

𝖪𝖾𝗒𝖦𝖾𝗇(1λ) k $← {0,1}λ

𝖤𝗇𝖼(k, m) 𝖼𝗍 := G(k) ⊕ m

𝖣𝖾𝖼(k, 𝖼𝗍) m := G(k) ⊕ 𝖼𝗍

Keys are shorter than the message: -bit keys and -bit messages.λ ℓ(λ)

Security? Is it perfectly secure?
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One-Time Computational Security

An encryption scheme with message length  is one-time computationally secure if ℓ := ℓ(λ) ∀m0, m1 ∈ {0,1}ℓ

D0 = {𝖼𝗍 : k ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)
𝖼𝗍 ← 𝖤𝗇𝖼(k, m0) } c≈ D1 = {𝖼𝗍 : k ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)

𝖼𝗍 ← 𝖤𝗇𝖼(k, m1) }
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Theorem: Pseudorandom OTP is one-time computational secure.

Intuition:

H0 = {G(k) ⊕ m0 : k $← {0,1}λ}

H1 = {r ⊕ m0 : r $← {0,1}ℓ(λ)}
H0

c≈ H1

• How do we formally establish that ?H0
c≈ H1

• Goal:
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then
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If an efficient  can distinguish between  and A H0 H1

then
there there is an efficient  that can distinguish between 
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G(k) r

• But existence of such a  contradicts PRG security.A𝖯𝖱𝖦

• Thus, such an efficient  cannot exist.A

Reduction: Use a solution to one problem to solve 
another related problem.

We will use  to build .A A𝖯𝖱𝖦

In crypto, reductions are the standard tool to 
“transfer” the hardness of one problem to another.
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c≈ H1 = {r ⊕ m0 : r $← {0,1}ℓ(λ)}
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Security of Pseudorandom OTP

Theorem: Pseudorandom OTP is one-time computational secure.

H0 = {G(k) ⊕ m0 : k $← {0,1}λ}

H1 = {r ⊕ m0 : r $← {0,1}ℓ(λ)}

H2 = {r ⊕ m1 : r $← {0,1}ℓ(λ)}

H0
c≈ H1

H1 ≡ H2

H3 = {G(k) ⊕ m1 : k $← {0,1}λ}
H2

c≈ H3

H0
c≈ H3

Intuition:
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