Logistics

« HW3 due today
 Midterm on Tuesday

* Questions similar to homework, Boneh-Shoup exercises 4.1 and 3.7

e Definitions sheet on class website
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and distinguish by its outputs
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L] Can also view this as a
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keep the key secret! kJke{0.1}
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Recap: PRG Game

b {01} r
b
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b/
”0‘3 {O,l}f(/l) ” *

r = G(s) Wins if b’ = b
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Now: PRF Game

Repeat as much as & wants!

pE {01}  ifb=0 4 .
k& 10,11 y = Fi(x) < Y . >
r.={y  else 0 "
IfxET , Wins if b’ = b
r— {0,1}
Tlx|=r

y = T|x]
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A deterministic family of functions {F} };c(o 112 Where F : X — Y for all k is pseudorandom if:

» I"(x) can be computed in polynomial time

« For all NUPPT &, there exists a negligible function v such that VA € N,

1
Pr[<f wins GuessGame] < — + v(4)

2
GuessGame
bE {01}y ifb=0 A
$ ) y = Fi(x) y This is the first security definition that
k< {0,1} clee we have seen that is adaptive, the
T:={} S ) b adversary gets to choose its queries
IT X $¢ ﬂ based on the responses it gets.
r;—[ 30’1} Winsif b’ = b
X| =T
_ T One of the benefits of thinking in
y = Tlx] terms of games is easily expressing
things like this!
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A deterministic family of functions { Fy };c(¢ 112 where Fy @ {0,1 W — {0,1}* for all k is pseudorandom if:

» I"(x) can be computed in polynomial time

« For all NUPPT &, there exists a negligible function v such that VA € N,
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