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Attack: Compute f(x1, y, z), f(x2, y, z), …
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Input 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x)

Memory Share [𝗌𝗄 ⋅ y]1 [𝗌𝗄 ⋅ y]2

[𝗌𝗄 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]2, 𝖼𝗍x)Memory Share 
of Product

x y

𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x) 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ y) → 𝖼𝗍y



Towards Removing Correlated Setup

Input 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x)

Memory Share [𝗌𝗄 ⋅ y]1 [𝗌𝗄 ⋅ y]2

[𝗌𝗄 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]2, 𝖼𝗍x)Memory Share 
of Product

x y
(𝗉𝗄𝖠, 𝗌𝗄𝖠) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ) 𝖪𝖾𝗒𝖦𝖾𝗇(1λ) → (𝗉𝗄𝖡, 𝗌𝗄𝖡)



Towards Removing Correlated Setup

Input 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x)

Memory Share [𝗌𝗄 ⋅ y]1 [𝗌𝗄 ⋅ y]2

[𝗌𝗄 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]2, 𝖼𝗍x)Memory Share 
of Product

x y
(𝗉𝗄𝖠, 𝗌𝗄𝖠) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ) 𝖪𝖾𝗒𝖦𝖾𝗇(1λ) → (𝗉𝗄𝖡, 𝗌𝗄𝖡)

𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖡, 𝗌𝗄𝖡 ⋅ y) → 𝖼𝗍y
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Input 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, 𝗌𝗄 ⋅ x)

Memory Share [𝗌𝗄 ⋅ y]1 [𝗌𝗄 ⋅ y]2

[𝗌𝗄 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]2, 𝖼𝗍x)Memory Share 
of Product

x y
(𝗉𝗄𝖠, 𝗌𝗄𝖠) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ) 𝖪𝖾𝗒𝖦𝖾𝗇(1λ) → (𝗉𝗄𝖡, 𝗌𝗄𝖡)

𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖡, 𝗌𝗄𝖡 ⋅ y) → 𝖼𝗍y
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[𝗌𝗄 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]2, 𝖼𝗍x)Memory Share 
of Product

𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)
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[𝗌𝗄 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍([𝗌𝗄 ⋅ y]2, 𝖼𝗍x)Memory Share 
of Product

𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

Encryption with Linear Decryption

𝖼𝗍 ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, α) 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄 ⋅ β], 𝖼𝗍) = [α ⋅ β]

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

Encryption with Linear Decryption

𝖼𝗍 ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, α) 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄 ⋅ β], 𝖼𝗍) = [α ⋅ β]

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

[𝗌𝗄𝖡 ⋅ xy]1 [𝗌𝗄𝖡 ⋅ xy]2
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

Encryption with Linear Decryption

𝖼𝗍 ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, α) 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄 ⋅ β], 𝖼𝗍) = [α ⋅ β]

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

[𝗌𝗄𝖡 ⋅ xy]1 [𝗌𝗄𝖡 ⋅ xy]2

 is Alice’s input, encrypted under .x 𝗌𝗄𝖠
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

Encryption with Linear Decryption

𝖼𝗍 ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, α) 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄 ⋅ β], 𝖼𝗍) = [α ⋅ β]

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

[𝗌𝗄𝖡 ⋅ xy]1 [𝗌𝗄𝖡 ⋅ xy]2

 is Alice’s input, encrypted under .x 𝗌𝗄𝖠

 is Bob’s secret key.𝗌𝗄𝖡
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

Encryption with Linear Decryption

𝖼𝗍 ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, α) 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄 ⋅ β], 𝖼𝗍) = [α ⋅ β]

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

[𝗌𝗄𝖡 ⋅ xy]1 [𝗌𝗄𝖡 ⋅ xy]2

Barrier to removing correlated setup: Servers need to 
non-interactively multiply inputs from different clients.
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)
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𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α]
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[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α]
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Non-Interactive Multiplication Gadget
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Memory Share 
of Product

𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x) 𝖼𝗍x ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]
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of Product

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)
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𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]1, 𝖼𝗍x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ y]2, 𝖼𝗍x)

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)
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𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)



Client-Server HSS in the CRS Model
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𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖡 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖡 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)
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𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖡 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖡 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖢 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2 [𝗌𝗄𝖢 ⋅ y]2
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𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖡 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖡 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖢 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2 [𝗌𝗄𝖢 ⋅ y]2

[𝗌𝗄𝖢 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖢 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖢 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖢 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)
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𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖡 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖡 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖢 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2 [𝗌𝗄𝖢 ⋅ y]2

[𝗌𝗄𝖢 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖢 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖢 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖢 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)
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𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ y]1 [𝗌𝗄𝖡 ⋅ y]1

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖾𝗇𝖼x ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, x)

[𝗌𝗄𝖠 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖠 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖠 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖡 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖡 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖡 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

[𝗌𝗄𝖢 ⋅ y]1 [𝗌𝗄𝖠 ⋅ y]2 [𝗌𝗄𝖡 ⋅ y]2 [𝗌𝗄𝖢 ⋅ y]2

[𝗌𝗄𝖢 ⋅ xy]1 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖢 ⋅ y]1, [𝗌𝗄𝖠 ⋅ y]1, 𝖾𝗇𝖼x) [𝗌𝗄𝖢 ⋅ xy]2 = 𝖣𝖾𝖼𝗈𝖽𝖾([𝗌𝗄𝖢 ⋅ y]2, [𝗌𝗄𝖠 ⋅ y]2, 𝖾𝗇𝖼x)

RMS Program: 1) Input share + Memory share  Memory share of product→ 2) Add memory shares



Client-Server HSS in the CRS Model

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

Sufficient to construct client-server HSS in the CRS model!



Client-Server HSS in the CRS Model

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡], [𝗌𝗄𝖠], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α] 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

Sufficient to construct client-server HSS in the CRS model!

How can we construct this gadget?
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𝔾 p = |𝔾 | g
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𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡



Non-Interactive Multiplication
[Döttling-Garg-Ishai-Malavolta-Mour-Ostrovsky’19] [Abram-Roy-Scholl’24]

𝔾 p = |𝔾 | g

α

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

Goal: Non-interactively  
compute [𝗌𝗄𝖡 ⋅ α]
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𝔾 p = |𝔾 | g

α

𝗉𝗄𝖡
𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡
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[Döttling-Garg-Ishai-Malavolta-Mour-Ostrovsky’19] [Abram-Roy-Scholl’24]

𝔾 p = |𝔾 | g

α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα
𝗉𝗄𝖡

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡
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𝔾 p = |𝔾 | g

α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα
𝖾𝗇𝖼 𝗉𝗄𝖡

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡
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𝔾 p = |𝔾 | g

α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

(𝗉𝗄𝖡)r (𝖾𝗇𝖼)𝗌𝗄𝖡

𝖾𝗇𝖼 𝗉𝗄𝖡
𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡
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𝔾 p = |𝔾 | g

α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

(𝗉𝗄𝖡)r (𝖾𝗇𝖼)𝗌𝗄𝖡

(𝖾𝗇𝖼)𝗌𝗄𝖡

(𝗉𝗄𝖡)r =
gr⋅𝗌𝗄𝖡 ⋅ gα⋅𝗌𝗄𝖡

g𝗌𝗄𝖡⋅r
= g𝗌𝗄𝖡⋅α

𝖾𝗇𝖼 𝗉𝗄𝖡
𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡
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α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

(𝗉𝗄𝖡)r (𝖾𝗇𝖼)𝗌𝗄𝖡

(𝖾𝗇𝖼)𝗌𝗄𝖡

(𝗉𝗄𝖡)r =
gr⋅𝗌𝗄𝖡 ⋅ gα⋅𝗌𝗄𝖡

g𝗌𝗄𝖡⋅r
= g𝗌𝗄𝖡⋅α

𝖾𝗇𝖼 𝗉𝗄𝖡
𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

Distributed Discrete Log (DDLog): Non-interactively 
convert divisive shares into additive shares

[Boyle-Gilboa-Ishai’16]
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𝔾 p = |𝔾 | g

α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

(𝗉𝗄𝖡)r (𝖾𝗇𝖼)𝗌𝗄𝖡

(𝖾𝗇𝖼)𝗌𝗄𝖡

(𝗉𝗄𝖡)r =
gr⋅𝗌𝗄𝖡 ⋅ gα⋅𝗌𝗄𝖡

g𝗌𝗄𝖡⋅r
= g𝗌𝗄𝖡⋅α

𝖾𝗇𝖼 𝗉𝗄𝖡
𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡 ⋅ α]1

𝖣𝖣𝖫𝗈𝗀

[𝗌𝗄𝖡 ⋅ α]2

𝖣𝖣𝖫𝗈𝗀

Distributed Discrete Log (DDLog): Non-interactively 
convert divisive shares into additive shares

[Boyle-Gilboa-Ishai’16]



Non-Interactive Multiplication
[Döttling-Garg-Ishai-Malavolta-Mour-Ostrovsky’19] [Abram-Roy-Scholl’24]
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α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

[𝗌𝗄𝖡 ⋅ α]1

𝖣𝖣𝖫𝗈𝗀

[𝗌𝗄𝖡 ⋅ α]2

𝖾𝗇𝖼 𝗉𝗄𝖡
𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

𝖣𝖣𝖫𝗈𝗀

(𝗉𝗄𝖡)r (𝖾𝗇𝖼)𝗌𝗄𝖡
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𝔾 p = |𝔾 | g

α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

[𝗌𝗄𝖡 ⋅ α]1

𝖣𝖣𝖫𝗈𝗀

[𝗌𝗄𝖡 ⋅ α]2

𝖾𝗇𝖼 𝗉𝗄𝖡
𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

𝖣𝖣𝖫𝗈𝗀

(𝗉𝗄𝖡)r (𝖾𝗇𝖼)𝗌𝗄𝖡

Linear computation over public encodings
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𝔾 p = |𝔾 | g

α

r ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

[𝗌𝗄𝖡 ⋅ α]1

𝖣𝖣𝖫𝗈𝗀

[𝗌𝗄𝖡 ⋅ α]2

𝖾𝗇𝖼 𝗉𝗄𝖡
𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

𝖣𝖣𝖫𝗈𝗀

(𝗉𝗄𝖡)r (𝖾𝗇𝖼)𝗌𝗄𝖡

Linear computation over public encodings

Privately delegate computation to servers using 
additive shares  and  [r] [𝗌𝗄𝖡]
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𝔾 p = |𝔾 | g

α 𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡
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𝔾 p = |𝔾 | g

α 𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡]1 𝗉𝗄𝖡 [𝗌𝗄𝖡]2𝗉𝗄𝖡
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𝔾 p = |𝔾 | g

αr ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡]1 𝗉𝗄𝖡 [𝗌𝗄𝖡]2𝗉𝗄𝖡



Constructing the Non-Interactive Multiplication Gadget
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αr ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡]1 𝗉𝗄𝖡 [𝗌𝗄𝖡]2𝗉𝗄𝖡[r]1 𝖾𝗇𝖼 [r]2𝖾𝗇𝖼
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𝔾 p = |𝔾 | g

αr ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡]1 𝗉𝗄𝖡 [𝗌𝗄𝖡]2𝗉𝗄𝖡[r]1 𝖾𝗇𝖼 [r]2𝖾𝗇𝖼

[𝗌𝗄𝖡 ⋅ α]1 = 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡]1, [r]1, 𝖾𝗇𝖼) 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡]2, [r]2, 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ α]2
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𝔾 p = |𝔾 | g

αr ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡 ⋅ β]1 𝗉𝗄𝖡 [r ⋅ β]1 𝖾𝗇𝖼

[𝗌𝗄𝖡 ⋅ αβ]1 = 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]1, [r ⋅ β]1, 𝖾𝗇𝖼) 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]2, [r ⋅ β]2, 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]2

[𝗌𝗄𝖡 ⋅ β]2𝗉𝗄𝖡 [r ⋅ β]2𝖾𝗇𝖼
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𝔾 p = |𝔾 | g

αr ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡 ⋅ β]1 𝗉𝗄𝖡 [r ⋅ β]1 𝖾𝗇𝖼

[𝗌𝗄𝖡 ⋅ αβ]1 = 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]1, [r ⋅ β]1, 𝖾𝗇𝖼)

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α) 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

Non-Interactive Multiplication Gadget

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]2, [r ⋅ β]2, 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]2

[𝗌𝗄𝖡 ⋅ β]2𝗉𝗄𝖡 [r ⋅ β]2𝖾𝗇𝖼
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𝔾 p = |𝔾 | g

αr ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡 ⋅ β]1 𝗉𝗄𝖡 [r ⋅ β]1 𝖾𝗇𝖼

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

Non-Interactive Multiplication Gadget

[𝗌𝗄𝖡 ⋅ β]2𝗉𝗄𝖡 [r ⋅ β]2𝖾𝗇𝖼

[𝗌𝗄𝖡 ⋅ αβ]1 = 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]1, [r ⋅ β]1, 𝖾𝗇𝖼)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]2, [r ⋅ β]2, 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]2
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𝔾 p = |𝔾 | g

αr ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡 ⋅ β]1 𝗉𝗄𝖡 [r ⋅ β]1 𝖾𝗇𝖼

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

Non-Interactive Multiplication Gadget

[𝗌𝗄𝖡 ⋅ β]2𝗉𝗄𝖡 [r ⋅ β]2𝖾𝗇𝖼

[𝗌𝗄𝖡 ⋅ αβ]1 = 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]1, [r ⋅ β]1, 𝖾𝗇𝖼)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]2, [r ⋅ β]2, 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]2

HSS evaluation requires decoding using , but construction requires [𝗌𝗄𝖠 ⋅ β] [r ⋅ β]
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𝔾 p = |𝔾 | g

αr ← ℤp

𝖾𝗇𝖼 = gr ⋅ gα

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 := g𝗌𝗄𝖡

[𝗌𝗄𝖡 ⋅ β]1 𝗉𝗄𝖡 [r ⋅ β]1 𝖾𝗇𝖼

𝖾𝗇𝖼 ← 𝖤𝗇𝖼𝗈𝖽𝖾(𝗉𝗄𝖠, α)

Non-Interactive Multiplication Gadget

[𝗌𝗄𝖡 ⋅ β]2𝗉𝗄𝖡 [r ⋅ β]2𝖾𝗇𝖼

[𝗌𝗄𝖡 ⋅ αβ]1 = 𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]1, [r ⋅ β]1, 𝖾𝗇𝖼)

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β], [𝗌𝗄𝖠 ⋅ β], 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]

𝖣𝖾𝖼𝗈𝖽𝖾 ([𝗌𝗄𝖡 ⋅ β]2, [r ⋅ β]2, 𝖾𝗇𝖼) = [𝗌𝗄𝖡 ⋅ αβ]2

HSS evaluation requires decoding using , but construction requires [𝗌𝗄𝖠 ⋅ β] [r ⋅ β]

We can compute  from  using 
encryption with linear decryption

[r ⋅ β] [𝗌𝗄𝖠 ⋅ β]
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𝔾 p = |𝔾 | g

Has  [𝗌𝗄𝖠 ⋅ β]1 Has  [𝗌𝗄𝖠 ⋅ β]2

Needs  [r ⋅ β]1 Needs  [r ⋅ β]2
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𝔾 p = |𝔾 | g
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Encryption with Linear Decryption

𝖼𝗍 ← 𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝗉𝗄, α) 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄 ⋅ β], 𝖼𝗍) = [α ⋅ β]

𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ β]1, 𝖼𝗍) = [r ⋅ β]1 𝖣𝖾𝖼𝗋𝗒𝗉𝗍 ([𝗌𝗄𝖠 ⋅ β]2, 𝖼𝗍) = [r ⋅ β]2
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• Two rounds • Client runtime is function independent • Communication cost is function independent

• Clients, server, and function can be chosen on-the-fly

Thank You


