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Dream: Match ideal world efficiency
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Goal: Construct client-server HSS in the CRS model from group-based assumptions
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ct, < Encrypt(pk,, ska - x)
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[ska - xyl; = Decrypt ([ska - ], ct,)

[skg - xyl

Decrypt ([sk - A1, ct) = [a - ]

ct, < Encrypt(pk,, ska - x)
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[ska - xyl, = Decrypt ([ska * y1,, ct.)
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Encryption with Linear Decryption

ct <« Encrypt(pk, o) Decrypt ([sk - f], ct) = |a - f]

Input ct, < Encrypt(pk,, ska - x) ct, < Encrypt(pk,, ska - x)
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Encryption with Linear Decryption

ct <« Encrypt(pk, o) Decrypt ([sk - f], ct) = |a - f]

Input ct, < Encrypt(pk,, ska - x) ct, < Encrypt(pk,, ska - x)
Memory Share [ska - ¥]; [sks - yl; [ska - ¥], [sks-yl,
M Sh _ _
e”;frgro daget [ska - xy]; = Decrypt ([ska - y1;, ct,) [ska - xy], = Decrypt ([ska - yl,, ct,)
[skg - xy], [skg - xy],

x is Alice’s input, encrypted under ska.

skg is Bob's secret key.
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Input

Memory Share

Memory Share
of Product

Encryption with Linear Decryption

ct <« Encrypt(pk, o) Decrypt ([sk - f], ct) = |a - f]

ct, < Encrypt(pk,, ska - x) ct, < Encrypt(pk,, ska - x)
[ska - ¥l [sks -yl [ska -yl [sks-yl,
[ska - xy]; = Decrypt ([ska - y1;, ct,) [ska - xy], = Decrypt ([ska - yl,, ct,)
[skg - xy], [skg - xy],

Barrier to removing correlated setup: Servers need to
non-interactively multiply inputs from different clients.
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enc < Encode(pk,, a)

Decode ([skB], [skal, enc) = [skg - ] Decode ([skB - (1, [ska - /], enc) = [skg - af]

Input enc, < Encode(pk,, x)

Memory Share [ska - ¥]; [sks-yl; [skc - vl

Memory Share [skA . xy]1 = Decode([skA . )7]1, [SkA | )’]19 encx)
of Product

[skg - xy]; = Decode([skg - y];, [ska - ¥];, €ncy)

[skc - xy]; = Decode([skc - yl;, [ska - ¥l;, enc,)

enc, < Encode(pk,, x)

[ska - ¥], [sks-yl, [skc:yl,

[ska - xy], = Decode([ska - y],, [ska - ¥],, €nc,)
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Non-Interactive Multiplication Gadget

enc < Encode(pk,, a)

Decode ([skB], [skal, enc) = [skg - ] Decode ([skB - (1, [ska - /], enc) = [skg - af]
Input
Memory Share [ska - yl; [sks-yl; [skc-yl4 [ska -yl [skg -yl [skc -yl
Memory Share . -
of Product [sfea -2yl [ska -2yl

[skg - xy]; [skg - xy],

[skc - xy]y [skec - xy],
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Non-Interactive Multiplication Gadget

enc < Encode(pk,, a)

Decode ([skB], [skal, enc) = [skg - ] Decode ([skB - (1, [ska - /], enc) = [skg - af]
Input
Memory Share [ska - yl; [sks-yl; [skc-yl4 [ska -yl [skg -yl [skc -yl
Memory Share . -
of Product [sfea -2yl [ska - 27k,
[skg - xy]; [skg - xy],
[skc - xy]y [skec - xy],

RMS Program: 1) Input share + Memory share — Memory share of product 2) Add memory shares
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Non-Interactive Multiplication Gadget

enc < Encode(pk,, a)

Decode ([skB], [skal, enc) = [skg - ] Decode ([skB - (1, [ska - /], enc) = [skg - af]

Sufficient to construct client-server HSS in the CRS model!

How can we construct this gadget?
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S

G p=|G| g

Goal: Non-interactively
compute [skg - o]

SkB «— Zp
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G p=|G| g
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r<—Zp enc pkB

enc= g’ -g”
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G p=|G| g
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[Dottling-Garg-Ishai-Malavolta-Mour-Ostrovsky19] [Abram-Roy-Scholl’24]

a&
r<—Zp

enc= g’ -g”

(pkg)

G p=I[G| g
enc o pky
sk sk sk
(enc) B _ grs B, g(xs B _ gskB-a
(pky)" gske”

Distributed Discrete Log (DDLog): Non-interactively
convert divisive shares into additive shares

[Bovle-Gilboa-Ishai16]
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G p=|G| g
re2, enc k. skg < Z,
enc= g’ -g“ - pk, 1= gske
(pkg) k k k (enc)®*®
SKB I-SKg -SKR
enc .
DDLogl (eno) ~ _ 8 S = gskea DDLog l
(pky)" gske”
[SkB y a]l [SkB y a]z

Distributed Discrete Log (DDLog): Non-interactively
convert divisive shares into additive shares

[Bovle-Gilboa-Ishai16]




Non-Interactive Multiplication

(pkg)’

(enc)

SkB



Non-Interactive Multiplication

(pkg)’

Linear computation over public encodings

(enc)

SkB



Non-Interactive Multiplication

(pkg)’

Linear computation over public encodings

Privately delegate computation to servers using
additive shares [r] and [skg]

(enc)

SkB
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G p=|G| g

SkB «— Zp

a
r< 2, ﬂ
enc = g -g" 0

ﬁ ﬁ pk;  [skgl, enc [r],

SkB

pk; =g

[skel; Pkg []; enc
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G p=|G| g

SkB «— Zp

SkB

a
r< 2, ﬂ
enc = g -g" “

ﬁ ﬁ pk;  [skgl, enc [r],

[skg - a], = Decode ([skB]l, [7]4, enc) Decode ([skB]z, [7],, enc) = [skg - al,

pk; =g

[skel; Pkg []; enc
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G p=|G| g
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a
r< 2, ﬂ
enc = g -g" 0

E E pkB [skg - ], enc [r-f],

[skg - aff]; = Decode ([skB - Bly, [ - Py, enc) Decode ([skB - fls, [+ Pls,s enc) = [skg - af],

pk; =g

[sks - 1, PKg [r- ], enc
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G p=|G| g
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a
r< 2, ﬂ
enc = g'-g" “

E E pk, [skg-pl, enc [r-fl,

[skg - aff]; = Decode ([skB - Bly, [ - Py, enc) Decode ([skB - fls, [+ Pls,s enc) = [skg - af],

SkB

pk; =g

[sks - 1, PKg [r- ], enc

Non-Interactive Multiplication Gadget

enc « Encode(pkA, ) Decode ([skB - (1, [ska -« /A1, enc) = [skg - af]
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[skg - aff]; = Decode ([skB - Bly, [+ Py, enc) Decode ([skB - Blr, [17 - Fl), enc) = [skg - af],

Decode ([skB - B1, [ska - f], enc) = [skg - af]
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Constructing the Non-Interactive Multiplication Gadget

HSS evaluation requires decoding using [ska : /], but construction requires [7 - ]

We can compute [7 - ]| from [ska - /] using
encryption with linear decryption

[skg - aff]; = Decode ([skB - Bly, [+ Py, enc) Decode ([skB - Blr, [17 - Fl), enc) = [skg - af],

Decode ([skB - B1, [ska - f], enc) = [skg - af]
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G p=IG| g
ct « Encrypt(pk,, r) & ‘2
Has [ska - /], E E Has [ska - /1,
Needs [r - /], Needs |7 f],



Constructing the Non-Interactive Multiplication Gadget

G p=|G| g

ﬂ
ct « Encrypt(pk,, r) & “

Has [ska - /], E E Has [ska - f;
Needs [r - /], Needs |7 f],
Decrypt <[SkA Pl Ct) =[r- Pl Decrypt ([skA - plo, ct) = [r-fl,

Encryption with Linear Decryption

ct < Encrypt(pk, o) Decrypt ([sk ik ct) = [ - B]
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e Client-server HSS in the CRS Model: Client-server secure computation with ideal-world-like efficiency.

e« Two rounds o Client runtime is function independent « Communication cost is function independent

o Clients, server, and function can be chosen on-the-fly

e This work: Client-server HSS in the CRS model from group-based assumptions.

e Extension: Succinct client-server HSS

e Clients can have long input but communication to one server is sublinear in the input length.

Thank You



