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3 round protocol in the CRS model
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Attribute-based NIKE supporting  predicates𝖭𝖢1
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z𝖠 + z𝖡 = C(x, y)
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𝖤𝗇𝖼(𝗉𝗄, x)
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝖤𝗇𝖼(𝗉𝗄, y)
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ y)

𝖾𝗄𝖠 𝖾𝗄𝖡𝖾𝗄𝖠 + 𝖾𝗄𝖡 = 𝗌𝗄



Constructing Multi-Key HSS

x y

Common Reference String

(𝗉𝗄𝖠, 𝗌𝗄𝖠) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ) 𝖪𝖾𝗒𝖦𝖾𝗇(1λ) → (𝗉𝗄𝖡, 𝗌𝗄𝖡)

𝖼𝗍x = (
𝖤𝗇𝖼(𝗉𝗄𝖠, x)

𝖤𝗇𝖼(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x)) 𝖼𝗍y = (
𝖤𝗇𝖼(𝗉𝗄𝖡, y)

𝖤𝗇𝖼(𝗉𝗄𝖡, 𝗌𝗄𝖡 ⋅ y))𝖼𝗍x, 𝗉𝗄𝖠 𝖼𝗍y, 𝗉𝗄𝖡

𝖼𝗍y, 𝗉𝗄𝖡 𝖼𝗍x, 𝗉𝗄𝖠

Key Ingredient: Synchronize ciphertexts under 
different keys to a common public key 𝗉𝗄

𝖤𝗇𝖼(𝗉𝗄, x)
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝖤𝗇𝖼(𝗉𝗄, y)
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ y)

𝖤𝗇𝖼(𝗉𝗄, x)
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝖤𝗇𝖼(𝗉𝗄, y)
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ y)

𝖾𝗄𝖠 𝖾𝗄𝖡𝖾𝗄𝖠 + 𝖾𝗄𝖡 = 𝗌𝗄

𝖣𝗂𝗌𝗍𝖤𝗏𝖺𝗅 𝗓𝖠 𝖣𝗂𝗌𝗍𝖤𝗏𝖺𝗅𝗓𝖡



Constructing Multi-Key HSS

Common Reference String

𝖼𝗍x, 𝗉𝗄𝖠 𝖼𝗍y, 𝗉𝗄𝖡

Key Ingredient: Synchronize ciphertexts under 
different keys to a common public key 𝗉𝗄

𝖤𝗇𝖼(𝗉𝗄, x)

𝖤𝗇𝖼(𝗉𝗄, y)
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ y)

𝖤𝗇𝖼(𝗉𝗄, x)

𝖤𝗇𝖼(𝗉𝗄, y)
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ y)

𝖾𝗄𝖠 𝖾𝗄𝖡𝖾𝗄𝖠 + 𝖾𝗄𝖡 = 𝗌𝗄

𝖣𝗂𝗌𝗍𝖤𝗏𝖺𝗅 𝗓𝖠 𝖣𝗂𝗌𝗍𝖤𝗏𝖺𝗅𝗓𝖡
𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

(𝗉𝗄𝖠, 𝗌𝗄𝖠) ← 𝖪𝖾𝗒𝖦𝖾𝗇(1λ)

𝖼𝗍x = (
𝖤𝗇𝖼(𝗉𝗄𝖠, x)

𝖤𝗇𝖼(𝗉𝗄𝖠, 𝗌𝗄𝖠 ⋅ x))
𝖼𝗍y, 𝗉𝗄𝖡

x

𝖪𝖾𝗒𝖦𝖾𝗇(1λ) → (𝗉𝗄𝖡, 𝗌𝗄𝖡)

𝖼𝗍y = (
𝖤𝗇𝖼(𝗉𝗄𝖡, y)

𝖤𝗇𝖼(𝗉𝗄𝖡, 𝗌𝗄𝖡 ⋅ y))
𝖼𝗍x, 𝗉𝗄𝖠

y

𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)



Constructing Multi-Key HSS
Structure of Synchronized Key

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp 𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A 𝗉𝗄𝖡 = g𝗌𝗄B



Constructing Multi-Key HSS
Structure of Synchronized Key

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp 𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A 𝗉𝗄𝖡 = g𝗌𝗄B

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)Inspired by Multi-Key FHE 
[Mukherjee-Wichs'16]



Constructing Multi-Key HSS
Structure of Synchronized Key

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp 𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A 𝗉𝗄𝖡 = g𝗌𝗄B

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)Inspired by Multi-Key FHE 
[Mukherjee-Wichs'16]

𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x) ∈ 𝔾2×3 =



Constructing Multi-Key HSS
Structure of Synchronized Key

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp 𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A 𝗉𝗄𝖡 = g𝗌𝗄B

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)Inspired by Multi-Key FHE 
[Mukherjee-Wichs'16]

𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x) ∈ 𝔾2×3 =
𝗌𝗄𝖠

𝗌𝗄𝖡

1

Decryption with 𝗌𝗄

= (g𝗌𝗄𝖠⋅x

g𝗌𝗄𝖡⋅x)



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Decryption with :𝗌𝗄𝖠 (g−r ⋅ gx)𝗌𝗄𝖠 ⋅ g𝗌𝗄𝖠⋅r = g𝗌𝗄𝖠⋅x

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Decryption with :𝗌𝗄𝖠 (g−r ⋅ gx)𝗌𝗄𝖠 ⋅ g𝗌𝗄𝖠⋅r = g𝗌𝗄𝖠⋅x

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)

𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x) ∈ 𝔾2×3 =
𝗌𝗄𝖠

𝗌𝗄𝖡

1

Decryption with 𝗌𝗄

= (g𝗌𝗄𝖠⋅x

g𝗌𝗄𝖡⋅x)



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)

𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x) ∈ 𝔾2×3 =
𝗌𝗄𝖠

𝗌𝗄𝖡

1

Decryption with 𝗌𝗄

= (g𝗌𝗄𝖠⋅x

g𝗌𝗄𝖡⋅x)

How to synchronize to an 
encryption of  under ?𝗌𝗄𝖡 ⋅ x 𝗌𝗄

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Decryption with :𝗌𝗄𝖠 (g−r ⋅ gx)𝗌𝗄𝖠 ⋅ g𝗌𝗄𝖠⋅r = g𝗌𝗄𝖠⋅x



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)

Decryption with :𝗌𝗄𝖡 (g−r ⋅ gx)𝗌𝗄𝖡 = g𝗌𝗄𝖡⋅x ⋅ g−𝗌𝗄𝖡⋅r

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Decryption with :𝗌𝗄𝖠 (g−r ⋅ gx)𝗌𝗄𝖠 ⋅ g𝗌𝗄𝖠⋅r = g𝗌𝗄𝖠⋅x



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)

Decryption with :𝗌𝗄𝖡 (g−r ⋅ gx)𝗌𝗄𝖡 = g𝗌𝗄𝖡⋅x ⋅ g−𝗌𝗄𝖡⋅r

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Decryption with :𝗌𝗄𝖠 (g−r ⋅ gx)𝗌𝗄𝖠 ⋅ g𝗌𝗄𝖠⋅r = g𝗌𝗄𝖠⋅x



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)

Decryption with :𝗌𝗄𝖡 (g−r ⋅ gx)𝗌𝗄𝖡 = g𝗌𝗄𝖡⋅x ⋅ g−𝗌𝗄𝖡⋅r

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Decryption with :𝗌𝗄𝖠 (g−r ⋅ gx)𝗌𝗄𝖠 ⋅ g𝗌𝗄𝖠⋅r = g𝗌𝗄𝖠⋅x



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)

Decryption with :𝗌𝗄𝖡 (g−r ⋅ gx)𝗌𝗄𝖡 = g𝗌𝗄𝖡⋅x ⋅ g−𝗌𝗄𝖡⋅r

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Decryption with :𝗌𝗄𝖠 (g−r ⋅ gx)𝗌𝗄𝖠 ⋅ g𝗌𝗄𝖠⋅r = g𝗌𝗄𝖠⋅x

Convert   into  𝖤𝗇𝖼(𝗉𝗄𝖠, r) 𝖤𝗇𝖼(𝗉𝗄𝖠, 𝗌𝗄𝖡 ⋅ r)



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)

Decryption with :𝗌𝗄𝖡 (g−r ⋅ gx)𝗌𝗄𝖡 = g𝗌𝗄𝖡⋅x ⋅ g−𝗌𝗄𝖡⋅r

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x) = (g−r ⋅ gx, 𝗉𝗄r
𝖠) = (g−r ⋅ gx, g𝗌𝗄𝖠⋅r)

Flipped ElGamal Encryption:
[Abram-Damgård-Orlandi-Scholl'22]

Decryption with :𝗌𝗄𝖠 (g−r ⋅ gx)𝗌𝗄𝖠 ⋅ g𝗌𝗄𝖠⋅r = g𝗌𝗄𝖠⋅x

Convert   into  𝖤𝗇𝖼(𝗉𝗄𝖠, r) 𝖤𝗇𝖼(𝗉𝗄𝖠, 𝗌𝗄𝖡 ⋅ r)From key synchronization to 
homomorphism



Constructing Multi-Key HSS

x

Common Reference String:  𝔾, g

𝗌𝗄𝖠 ← ℤp

𝗉𝗄𝖠 = g𝗌𝗄A

𝗌𝗄𝖡 ← ℤp

𝗉𝗄𝖡 = g𝗌𝗄B

𝖥𝗅𝗂𝗉𝖤𝖦(𝗉𝗄𝖠, x; r), 𝖤𝖦(𝗉𝗄𝖠, r) = (gr ⋅ gx, g−𝗌𝗄𝖠⋅r), (gu, g−𝗌𝗄𝖠⋅u ⋅ gr)

Synchronizing to 𝖤𝗇𝖼(𝗉𝗄, 𝗌𝗄 ⋅ x)

𝗉𝗄 = (g𝗌𝗄𝖠, g𝗌𝗄𝖡)𝗌𝗄 = (𝗌𝗄𝖠, 𝗌𝗄𝖡)
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= (gu⋅𝗌𝗄𝖡, g−𝗌𝗄𝖠⋅u⋅𝗌𝗄𝖡 ⋅ g𝗌𝗄𝖡⋅r)
= (gu′ , g−𝗌𝗄𝖠⋅u′ ⋅ g𝗌𝗄𝖡⋅r)

Raise each component to 𝗌𝗄𝖡

= 𝖤𝗇𝖼(𝗉𝗄𝖠, 𝗌𝗄𝖡 ⋅ r)
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= (g𝗌𝗄𝖠⋅x

g𝗌𝗄𝖡⋅x)
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• DDH over prime-order groups: Extension to synchronize to encryption of “small values”

Synchronized ciphertexts: 𝖤𝗇𝖼(𝗉𝗄, 𝗌0 ⋅ x) 𝖤𝗇𝖼(𝗉𝗄, 𝗌λ ⋅ x)…

𝗌𝗄 =
λ

∑
i=0

2i ⋅ si
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• DCR: Requires a different synchronization approach 

𝗉𝗄𝖠 = g𝗌𝗄𝖠

𝗉𝗄𝖡 = g𝗌𝗄𝖡

𝗉𝗄 = g𝗌𝗄𝖠⋅𝗌𝗄𝖡
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