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Offline phase is independent
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Pairwise OLE correlations

using multi-key HSS Unbounded number of

beaver triple correlations

Locally aggregate
pairwise correlation

Reusability of input encodings = non-interactive offline phase with communication
linear in the number of parties.
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Public-key PCFs for NC' additive correlations

Previously from group-based assumptions

DCR DDH over class groups , ,
Public-key PCFs for OT and Vector-OLE correlations

n-party secure computation protocol in the preprocessing model with communication complexity

o Offline phase: poly(4) - n « Online phase: O(|C| - n)

Previously from group-based assumptions

DCR DDH over class groups , - , ,
Offline communication complexity poly(1) - n
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ElGamal public key in Can be computed using correlated setup

correlated setup without knowing sk
Input Encryption

= Enc( pk,x ), Enc(pk,sk-x)

Memory Share

Multiplication EnC( pk x ) . . ................. Enc( pk X ) — | -x ............
DistMult Xy DistMult -4

y — y "

Enc( pk, sk-x ) - Enc(pksk-x)—
DistMult sk - xy DistMult ~ —-sk - xy

I »—



Group Based HSS: Multiplication

[Boyle-Gilboa-Ishai16]

Evaluation invariant is
maintained!
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&( pk, , ska ) « KeyGen ﬂ ( pky , skg ) < KeyGen

Input Encoding

@

A y

=Enc( pk, , x ), Enc( pk, , ska-x)

B = Enc(pk,.y),Enc(pkg,sks-y)



Constructing Multi-Key HSS: Removing Correlated Setup
&( pk, , ska ) « KeyGen ﬂ ( pky , skg ) < KeyGen

Input Encoding

@

A y

=Enc( pk, , x ), Enc( pk, , ska-x)

B = Enc(pk,.y),Enc(pkg,sks-y)

Memory Share

= o sz, ke D= 1 sk, sk




Constructing Multi-Key HSS: Removing Correlated Setup

&( pk, , ska ) « KeyGen ﬂ (pky, , skg ) <« KeyGen

A Y
B3 = Enc(pk, ,x), Enc(pk, , ska-x) B = Enc( pk,,y), Enc(pkg, skg-y)

Input Encoding

Memory Share Z = 2 ,ska-z,skg-z T = I ,ska-z,skg-z

Enc( pk, , x)— Enc( pk, ,x)——

DistMult - XZ DistMult — XZ
< skpn-z2 é skp -z

Multiplication



Constructing Multi-Key HSS: Removing Correlated Setup

&( pk, , ska ) « KeyGen ﬂ (pky, , skg ) <« KeyGen

A Y
B3 = Enc(pk, ,x), Enc(pk, , ska-x) B = Enc( pk,,y), Enc(pkg, skg-y)

Input Encoding

Memory Share Z = 2 ,ska-z,skg-z T = I ,ska-z,skg-z

Enc( pk, , ska-x) —— Enc( pk, , ska-x)——

DistMult -~ ska - xz DistMult —+skp - xz
< skn-z < skn-z

Multiplication



Constructing Multi-Key HSS: Removing Correlated Setup

&( pk, , ska ) « KeyGen ﬂ (pky, , skg ) <« KeyGen

A Y
B3 = Enc(pk, ,x), Enc(pk, , ska-x) B = Enc( pk,,y), Enc(pkg, skg-y)

Input Encoding

Memory Share Z = 2 ,ska-z,skg-z T = I ,ska-z,skg-z

Multiplication Enc( pk, , skg-x) — Enc( pk, , skg - x)——

DistMult -~ skg - xz DistMult —+skg - Xz
< skn-z < skn-z



Constructing Multi-Key HSS: Removing Correlated Setup
&( pk, , ska ) « KeyGen ﬂ ( pky , skg ) < KeyGen

Input Encoding

@

X Y

=Enc( pk, , x ), Enc( pk, , ska-x)

Bl = Enc(pk,,y), Enc(pkg, skg-y)

Memory Share ‘ — .,-,- $ = XK ,skA-Z, skg - 2

Multiplication Enc( PkAXB X ) Enc( PkXB X)——
- DistMult —>- ; DistMult
- . ska-z -



Constructing Multi-Key HSS: Removing Correlated Setup

&( pk, , ska ) « KeyGen ﬂ (pky, , skg ) <« KeyGen

A Y
B3 = Enc(pk, ,x), Enc(pk, , ska-x) B = Enc( pk,,y), Enc(pkg, skg-y)

Input Encoding

Memory Share Z = 2 ,ska-z,skg-z T = I ,ska-z,skg-z

Multiplication Enc( PkAXB X ) —— Enc( PkXB X)——>
DistMult -~ skg - xz DistMult

SkA a —— SkA 7z —»

DistMult requires an encryption of skg - x to
compute shares of skg - xz



Constructing Multi-Key HSS: Removing Correlated Setup

&( pk, , ska ) « KeyGen ﬂ ( pk, , skg ) < KeyGen

A Y
B3 = Enc(pk, ,x), Enc(pk, , ska-x) B = Enc( pk,,y), Enc(pkg, skg-y)

Input Encoding

Memory Share Z = 2 ,ska-z,skg-z T = I ,ska-z,skg-z
Multiplication Enc( PkA yekg - x ) — Enc( pkA eke-x)—
DistMult  ——/skg - Xz DistMult  —— skg - xz
e ska-z e ska -z —
DistMult requires an encryption of skg - x to Shares of skg - xz are needed to multiply with

compute shares of skg - xz Bob's input y
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<

(pk, , ska ) < KeyGen

N (pky ., ske ) < KeyGen

@

= Enc( pk, , x)
Enc( pk, Ipk, , %)
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Enc( pk, [[pky , skg - x)
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Constructing Multi-Key HSS: Synchronizable Encryption Scheme

<

(pk, , ska ) < KeyGen

ﬂ (pky , skg ) < KeyGen

@

= Enc( pk, , x)
Enc( pk, Ipk, , %)
Synchronize( ska , pk, , [El) — Enc( pk,|lpk; , ska-x)  « Synchronize( skg , pk, ,[E)
Enc( pk, [[pky , skg - x)

Enc( pk,|lpk; , x ) = Enc(pk, , r), Enc( pk,,x—r)
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Constructing Multi-Key HSS: Synchronizable Encryption Scheme

<

(pk, , ska ) < KeyGen

ﬂ ( pky , skg ) < KeyGen

@

= Enc( pk, , x)
Enc( pk, Ipk, , %)
Synchronize( ska , pk, , [El) — Enc( pk,|lpk; , ska-x)  « Synchronize( skg , pk, ,[E)
Enc( pk, [[pky , skg - x)

Enc( pk,|lpk; , x ) = Enc(pk, , r), Enc( pk,,x—r)

Multiplication

Enc( pk, ,7)—

DistMult — I
< SkA



Constructing Multi-Key HSS: Synchronizable Encryption Scheme

<

ﬂ ( pky , skg ) < KeyGen

@

(pk, , ska ) < KeyGen

=Enc(pkA,x)

Enc( pk,|lpks , x)
Synchronize( ska , pk, , [El) — Enc( pk,[lpky , ska-x) < Synchronize( skg , pk, , B
Enc( pk,|lpk; , skg - x)

Enc( pk,|lpk; , x ) = Enc(pk, , r), Enc( pk,,x—r)

Multiplication

Enc( pk, ,7)—

DistMult — I
< SkA

Enc( pk; , skg-x—r) —
DistMult o (skg-x—r)z
< SkB -



Constructing Multi-Key HSS: Synchronizable Encryption Scheme

<

( pk, , ska ) < KeyGen ﬂ ( pky , skg ) « KeyGen

=Enc(pkA,x)

Enc( pk,|lpk; , x )
Synchronize( ska , pk, , [El) — Enc( pk,[lpky , ska-x)  « Synchronize( skg , pk, , [Ell)
Enc( pk,|lpk; , skg - x)

Enc( pk,|lpk; , x ) = Enc(pk, , r), Enc( pk,,x—r)

Multiplication

Enc( pk, ,r)—— e, :

DistMult —>.
2 sz —

Enc( pk; , skg-x—r) —

STVPR
'z skgrz R



Constructing Multi-Key HSS: Synchronizable Encryption Scheme

<

q ( pky , skg ) « KeyGen

@

(pk, , ska ) < KeyGen

=Enc(pkA,x)

Enc( pk,|lpks , x)
Synchronize( ska , pk, , [El) — Enc( pk,|lpky , ska-x) <« Synchronize( skg , pk, , Bl
Enc( pk,|lpk; , skg - x)

Enc( pk,|lpk; , x ) = Enc(pk, , r), Enc( pk,,x—r)

Multiplication

Similarly, Bob can compute

En(;(pkA,r)_> s, SkB°X°Z
DistMult — L :
< SkA°Z — :
SkB X Z

+
|

Enc( pky ,skg-x—r) —— E :
DistMult —-* (skg - x — )7

< S|(|3‘Z—>



Constructing Multi-Key HSS: Synchronizable Encryption Scheme

<

q ( pky , skg ) « KeyGen

@

(pk, , ska ) < KeyGen

=Enc(pkA,x)

Enc( pk,|lpks , x)
Synchronize( ska , pk, , [El) — Enc( pk,|lpky , ska-x) <« Synchronize( skg , pk, , Bl
Enc( pk,|lpk; , skg - x)

Enc( pk,|lpk; , x ) = Enc(pk, , r), Enc( pk,,x—r)

Multiplication

Similarly, Bob can compute

En(;(pkA,r)_> s, SkB°X°Z
DistMult —> Irg :

Z ska-z L .
Evaluation invariant

skr - X+ 7
z recovered

+
|

Enc( pky ,skg-x—r) —— E :
DistMult —-* (skg - x — )7

< S|(|3‘Z—>



Thank You
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