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Can Secure Computation Achieve Ideal-World Efficiency?

ldeal World MPC

Arithmetic circuit C Arithmetic circuit C

y — C(x]9 x29 X3, x4)
Suppresses polylog factors

in number of parties

Total Computation 'with Minimal Overhead

Z run-time; = | C| arithmetic operations Z run-time; = O( | C| ) arithmetic operations

l l
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n-party MPC protocol for computing over Z, with total computation complexity 0( | C| ) ring operations when
1. logm = Q(n’logn)

2. misco-primeto {2, ...,n—1} e.g., this excludes Z

Why can we hope to do better?

Key technical tool used by GJMW24 is CRT-based secret sharing

secret € Z,, > | share, € Z, share, € Z,

Minimal overhead for secret sharing: logm = € ( 2 logpl) = €2 (nlog n)
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Our Result

n-party MPC protocol for evaluating any arithmetic circuit C over Z,, such that

total computation is O( | C| - log m) when log m = Q(n logn).

e Information-theoretic security against adaptive semi-honest adversary

« Honest majority with suboptimal corruption threshold i.e., forO < e < 1/2

t 1
; < 5 — € Necessary for secure computation with
minimal overhead

Overcomes both limitations of GIMW24!
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. CRT-based Secret Sharing: Share (S = Zm) — [s] = <[s]1 cZ,, ... lsl, € an>
. Shares are homomorphic for £, -bounded integer computation, where P, = Hpi
o Addition: [x] + [y] = [x+ y] XY should be reduced

modulo m

e Multiplication: [x] - [y] = [XY] Key Requirements

e Reconstruct [XY] + [R] Reconstructed over integers » Correctness: |secret| < P,

. Reducexy + r = (XY + R) mod m o Efficiency: logm = Q(log P,,)

e Compute|xy] = xy+r —1|r] r=Rmodm

e Preprocessing: Shares of integer masks ([R], [7]) for every multiplication gate
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For sufficiently large L €N and Z,, ...,Z,_. < m*

U, A
(n—1t)Xn s (n—1t)Xn
Vandermonde matrix £ : T . ~ Vandermonde matrix E
Zn—t
U

where at least n — fare such that U, < {1,...,L}.

Vandermonde matrix-vector product takes O(n log n) ops

O(log m) amortized computation per preprocessing tuple
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Key Requirements
o Statistical closeness requires

| « Correctness: |secret| < P,
U; > lladj(Eplle, ~ |det(Ep)l

o Efficiency: logm = Q(log P,;)
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. Therefore, U, > n&®)
ererore, U; > n Therefore, logm = Q(nZIOg n)
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New proof strategy that

. . g -
Why does GIMW24 require logm = L2(n~log n): avoids secret reformatting

1. Secret reformatting: Proof requires secrets to be a multiple of “LCM of determinants”

. . 2
2. Large determinants: Need to mask secrets as large as the determinant which is ntn?)

Matrices with determinants

bounded by 79"

Our Contribution: General framework for linear “randomness” extractors over the integers
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Avoiding Secret Reformatting

We always mask a multiple of the determinant

Can use an argument similar to GIMW24 without reformatting

Bézout coefficients need to be bounded to ensure small U,
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Our Approach: Ensuring Efficiency

Matrix needs to support fast matrix-vector product

Toeplitz matrix where each diagonal value is sampled uniformly from {1,...,n}

Random Toeplitz matrices satisfy all required properties

Determinants of maximal square submatrices are bounded by n o0

Submatrix with (n — ) columns has square submatrices with co-prime determinants

Toeplitz matrices admit O(n log m) time matrix-vector product [Feist-Khovratovich23]



Conclusion



Conclusion

« Proving Toeplitz matrices consist of submatrices with co-prime determinants after removing any 1 columns requires
carefully applying the union bound over all choices of f columns.



Conclusion

« Proving Toeplitz matrices consist of submatrices with co-prime determinants after removing any 1 columns requires
carefully applying the union bound over all choices of f columns.

e Open Questions



Conclusion

« Proving Toeplitz matrices consist of submatrices with co-prime determinants after removing any 1 columns requires
carefully applying the union bound over all choices of f columns.

e Open Questions

e GJMW24 provides MPC with minimal overhead for dishonest majority setting assuming preprocessing. Can this
preprocessing be realized with minimal overhead?



Conclusion

« Proving Toeplitz matrices consist of submatrices with co-prime determinants after removing any 1 columns requires
carefully applying the union bound over all choices of f columns.

e Open Questions

e GJMW24 provides MPC with minimal overhead for dishonest majority setting assuming preprocessing. Can this
preprocessing be realized with minimal overhead?

e Other techniques for MPC with minimal overhead?



Conclusion

« Proving Toeplitz matrices consist of submatrices with co-prime determinants after removing any 1 columns requires
carefully applying the union bound over all choices of f columns.

e Open Questions

e GJMW24 provides MPC with minimal overhead for dishonest majority setting assuming preprocessing. Can this
preprocessing be realized with minimal overhead?

o Other techniques for MPC with minimal overhead?
o Existing Work:
« Amortizing over parallelization in the circuit (SIMD)

« Amortizing over size of the ring



Conclusion

« Proving Toeplitz matrices consist of submatrices with co-prime determinants after removing any r columns requires
carefully applying the union bound over all choices of f columns.

e Open Questions

e GJMW24 provides MPC with minimal overhead for dishonest majority setting assuming preprocessing. Can this
preprocessing be realized with minimal overhead?

o Other techniques for MPC with minimal overhead?
o Existing Work:
« Amortizing over parallelization in the circuit (SIMD)

« Amortizing over size of the ring

Thank You



